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Abstract—Recently, the content-based publish/subscribe (pub/sub) paradigm has been gaining popularity in opportunistic mobile
networks (OppNets) for its flexibility and adaptability. Since nodes in OppNets are controlled by humans, they often behave selfishly.
Therefore, stimulating nodes in selfish OppNets to collect, store, and share contents efficiently is one of the key challenges. Meanwhile,
guaranteeing the freshness of contents is also a big problem for content dissemination in OppNets. In this paper, in order to solve these
problems, we propose an incentive-driven and freshness-aware pub/sub Content Dissemination scheme, called ConDis, for selfish
OppNets. In ConDis, the Tit-For-Tat (TFT) scheme is employed to deal with selfish behaviors of nodes in OppNets. Moreover, a novel
content exchange protocol is proposed when nodes are in contact. Specifically, during each contact, the exchange order is determined
by the content utility, which represents the usefulness of a content for a certain node, and the objective of nodes is to maximize the
utility of the content inventory stored in their buffer. Extensive realistic trace-driven simulation results show that ConDis is superior to
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other existing schemes in terms of total freshness value, total delivered contents, and total transmission cost.

Index Terms—Publish/subscribe, content dissemination, opportunistic mobile networks, selfish behavior, freshness

1 INTRODUCTION

HE content-based publish/subscribe (pub/sub) para-
digm is a promising technology offering content-based
services for nodes in opportunistic mobile networks (Opp-
Nets), which consist of a diversity array of portable devices
capable of ad hoc wireless communication, e.g., smart
phones, PDAs, and laptops [1], [2], [3], [4], [5]. Specifically,
end-to-end communication paths are hard to guarantee in
OppNets, due to the time-varying network topology in
OppNets. Thanks to the decoupling of the binding relation-
ship between source and destination pairs, the pub/sub
scheme has high flexibility and adaptability when dealing
with highly dynamic network topologies, which bring a tre-
mendous advantage for content dissemination in OppNets.
Therefore, there is a great demand for studying such a
scheme in OppNets.
Contents in the pub/sub scheme are organized into a set
of channels, while a channel is a set of labels describing a
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type of content, and the goal is to deliver contents from pub-
lishers to subscribers [6], [7], [8], [9]. The subscribers,
namely the content consumers, express their interest with-
out knowledge of the content generators’ specific ID(s), and
their interest is always stable over a long period of time; the
publishers generate contents to the network without speci-
fying the destination ID(s). Fig. 1 provides an example of
pub/sub content dissemination in OppNets. Contents are
organized into a set of channels, such as traffic news, sports
news, weather forecast, and so on, and nodes can obtain
subscribed contents through their opportunistic contacts
with each other. For example, node 1, interested in job
advertisements and financial news publishes “traffic jam in
Temple University” to the network. Since node 2, sub-
scribed to the traffic news channel, is in contact with node 1,
and because “traffic jam in Temple University” belongs to
the traffic news channel, node 2 can obtain this content from
node 1.

The above example only illustrates the situation in
which nodes in the network can obtain subscribed con-
tents from each other without giving anything back to the
counterpart, which means they are cooperative. In this
paper, we argue that nodes in the network are to be
inherently selfish rather than cooperative. This is because
nodes in OppNets are controlled by rational humans,
who by nature often exhibit selfish behavior in reality
[10], [11], [12], [13]. If a node is selfish, it only aims to
maximize its own revenues, and will not be willing to
share its resources (e.g.,, memory space, transmission
bandwidth, energy) to provide network services to others.
Therefore, appropriate incentive schemes need to be
designed for selfish OppNets, in order to stimulate coop-
eration between nodes in selfish OppNets.

1045-9219 © 2014 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
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Fig. 1. An example of Pub/sub content dissemination in OppNets.

Incentive schemes have been extensively studied in the
Internet, mobile ad hoc networks (MANETSs), and peer-to-
peer (P2P) networks [14], [15]. Most existing works address-
ing selfishness can be classified into three categories: reputa-
tion-based [14], credit-based [15], and Tit-For-Tat (TFT)-
based schemes [16], [17]. Note that the TFT-based scheme
does not require the detection of trusted nodes, secure hard-
ware, or a centralized credit center; it only requires the prin-
ciple of equal amounts of service, which is easy to achieve
in intermittently-connected OppNets. Therefore, in this
paper, we propose an incentive-driven and freshness-aware
pub/sub content dissemination scheme, ConDis, for selfish
OppNets, in which TFT is chosen as the incentive scheme to
deal with selfish behaviors of nodes. It is worth noticing
that ConDis also takes the freshness of content into consider-
ation; this is because the satisfaction of a published content
for a certain subscribed node is different at different times.
For example, if node 2 obtains “traffic jam in Temple Uni-
versity” when it is published by node 1, then the satisfaction
will be very high. However, if node 2 obtains it when it is
going to expire, the satisfaction will be very low. This is
because fresh contents are more useful for nodes.

Under the TFT scheme, any pair of nodes must offer
other pairs an equal amount of contents while they are trad-
ing with each other. Therefore, in order to trade with others,
nodes have to use their storage to store content for others
[13], [18]. Since the storage space of nodes is limited, and
the importance of the content is different for different
nodes, nodes in the network have to choose some contents
which are useful for them to store. An interesting optimiza-
tion problem then arises: in order to get as many subscribed
contents as possible, and guarantee the freshness of these
contents, how should nodes act in the presence of TFT
when the storage space is limited?

To answer this question, our proposed scheme, ConDis,
introduces a novel content exchange protocol when nodes
are in contact. Specifically, during each contact, the
exchange order is decided by the content utility, which rep-
resents the usefulness of a content for a certain node. Intui-
tively, the utility of a certain content for a certain node
should depend on two kinds of the current node’s 1-hop
neighbors. The first kind are the nodes which are interested
in this content, yet have not obtained this content; the sec-
ond kind are the nodes which are not interested in this con-
tent, and have not obtained this content. From the
perspective of real life trading, the first kind of nodes will
absolutely choose to trade with the current node, because
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they are interested in this content and have not obtained it.
The second kind of nodes may also choose to trade with the
current node if many of their 1-hop neighbors are interested
in this content. Here, we denote the value contributed by
the first kind as the direct subscribed value, and the value
contributed by the second kind as the indirect subscribed
value. Therefore, in the definition of content utility, we only
need to take these two kinds of nodes into consideration,
and the objective of the nodes in the network is to maximize
the utility of the content inventory stored in their buffer.

To summarize, the novelty and contributions of this
paper are as follows:

1) We propose ConDis, an incentive-driven and fresh-
ness-aware pub/sub content dissemination scheme
for selfish OppNets, in which TFT is employed as
the incentive scheme to deal with selfish behaviors
of nodes in selfish OppNets.

2) In ConDis, a novel content exchange protocol is pro-
posed when nodes are in contact. Specifically, during
each contact, the exchange order is decided by the
content utility, which includes the direct subscribed
value and the indirect subscribed value, and the
objective of nodes in the network is to maximize the
utility of the content inventory stored in their buffer.

3) Extensive realistic trace-driven simulations are con-
ducted to evaluate the performance of our proposed
scheme, ConDis. The simulation result shows that
ConDis outperforms other existing schemes.

The remainder of this paper is organized as follows.
Section 2 summarizes the related work. Section 3 introduces
the node contact model, channel and content model, and
assumptions. System architecture of ConDis (Section 4.1),
details about how to compute the content utility in ConDis
(Section 4.2), and the content exchange protocol (Section 4.3)
are introduced in Section 4. Section 5 evaluates the perfor-
mance of our proposed scheme, ConDis, and other existing
schemes through extensive realistic trace-driven simula-
tions. Section 7 concludes the paper.

2 RELATED WORK

In this section, we first introduce the related work about
content dissemination in OppNets, and then we introduce
the related work about the incentive schemes in OppNets.

2.1 Content Dissemination in OppNets

Early research on content dissemination in OppNets mostly
relies on existing infrastructure. TACO-DTN [19] is a related
solution exploiting a hybrid architecture composed of a
fixed backbone and mobile nodes. Specifically, TACO-DTN
introduces a concept of temporal interest expressed using
profiles with corresponding temporal utility for data for-
warding and buffer management. Peoplenet [20] is a hybrid
system that first publishes and matches information queries
over infrastructure, and then uses opportunistic contacts
among mobile nodes to forward them further.

Later studies on content dissemination among mobile
nodes without the help of infrastructure are closely related
to the pub/sub paradigm. Research on the pub/sub para-
digm in OppNets is initiated by the PodNet project [6], [21],
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which proposes a Podcasting architecture for OppNets. In
the first version of PodNet [6], nodes only retrieve contents
of the channels they subscribe to. To improve the overall
performance, another version was proposed in [21], in
which some strategies for nodes are designed to also store
contents associated with other channels. ContentPlace [18]
aims to improve the performance of Podcasting using
explicit knowledge of social relationships among nodes.
SocialCast [22] employs social links of participants as well,
which investigates the “homophily” phenomenon [23], and
assumes that users with common interests have more fre-
quent contacts with each other. Furthermore, since the
cached data may be refreshed periodically and is subject to
expiration, a novel scheme was proposed in [24] to effi-
ciently maintain freshness of the cached data.

Different from existing studies on content dissemination
in OppNets, in our proposed scheme, ConDis, we consider
nodes in the network to be inherently selfish rather than
cooperative.

2.2 Incentive Schemes in OppNets

Recently, there are several incentive schemes proposed
for OppNets. A novel incentive scheme called IRONMAN
[25] uses pre-existing social-network information (e.g.,
interview, or from an online social network) to detect and
punish selfish nodes, hence stimulating them to partici-
pate in the network. In [12], an incentive-aware routing
protocol for OppNets was proposed to adaptively opti-
mize individual performance while conforming to TFT
constraints. In [26], a credit-based incentive system
named MobiCent was proposed for data forwarding in
selfish OppNets, which integrates credit and crypto-
graphic techniques to solve the edge insertion and edge
hiding attacks. In [27], a credit-based incentive scheme
was proposed for content dissemination in selfish Opp-
Nets, which incorporates the incentive scheme into con-
tent dissemination in selfish OppNets with multiple
interest types. However, the above two credit-based
incentive schemes need a trusted third-party to manage
the verification and payment services, which is hard to
deploy in OppNets. An incentive content cooperation
scheme was proposed in [28], to encourage node partici-
pation in OppNets; however, this work does not take the
resource constraints like buffers into consideration. In
[13], a utility-driven trading system, called MobiTrade,
was proposed to optimize the content sharing strategy in
OppNets, and derived an optimal policy to split the
buffer of a node into zones allocated to each channel.
This work chooses TFT as the incentive scheme to deal
with selfish behaviors of nodes in OppNets, however, it
does not take into account the TTL of contents. Indeed,
TTL has a significant impact on the definition of content
utility. If the TTL of a certain content is going to expire,
the contact probability of meeting those nodes interested
in this content will be low; hence the utility of this content
will also be low. Therefore, an incentive-based pub/sub
content dissemination scheme, called ConSub, was pro-
posed in [8], in which the content utility is determined by
the contact probability and cooperation level between the
current node and its 1-hop neighbors subscribing to the
associated channel.
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Different from the above studies, our proposed scheme,
ConDis, takes both the direct subscribed value and the indi-
rect subscribed value into consideration from the perspec-
tive of real life trading. Furthermore, ConDis also takes into
account the freshness of contents.

3 MODELS AND ASSUMPTIONS

This section gives a brief introduction to the node contact
model, the channel and content model, and several assump-
tions in our proposed scheme.

3.1 Node Contact Model

In OppNets, nodes’ contact in the network can be described
as a graph G(V,E), where the random contact process
between a node pair i, j € V' can be modeled as an edge
e;j € E. The characteristics of an edge e;; € I/ are mainly
determined by the properties of inter-contact time among
mobile nodes. Recently, some studies [29], [30] in OppNets
found that the pair-wise inter-contact time in realistic traces
follows an exponential distribution. Specifically, authors in
[29] conduct the x* hypothesis test on each contacted node
pair in the Infocom 06 [31] and MIT Reality [32] traces, to test
whether “the pair-wise inter-contact time of nodes follows
an exponential distribution.” Their results show that when
a large enough number of test intervals (> 10) is used, over
85 percent Hence, the contact between nodes ¢ and j
becomes a homogeneous Poisson process with a contact fre-
quency of \;;.

3.2 Channel and Content Model

Nodes in the network need to express their interests
towards different kinds of contents in a certain way, and
accordingly subscribe to those channels. They may sub-
scribe to one or several channels. Here, we identify contents
of those channels based on the matching between the key-
words of subscription and the description of the channel.
Since this paper focuses on introducing the incentive-driven
and freshness-aware pub/sub content dissemination
scheme into a selfish network environment, we do not take
into account the detailed matching process of channel and
content. The matching model for these keywords is suitable
to the pub/sub scheme discussed in this paper, because
nodes in the network may have no idea what they are look-
ing for, but just have interest in the contents which match
some keywords. For simplicity, we assume that the total
number of channels in the network is C, and each content
subscribed by nodes in the network can only be described
by one channel. Furthermore, we assume that each node
decides its subscribed channel (s) at the beginning of the
network, and will not change it (them) in a long period.

In the pub/sub scheme, each node can be the subscriber
or the publisher, or both the subscriber and the publisher.
Each published content includes (d, ¢, Ty, T), while d is the
sequence number of the content, ¢ is the sequence number
of the associated channel, 7} is the generation time of the
content, and T is the Time-To-Live (TTL) of the content,
which includes several units of time. Each published con-
tent also includes some keywords to describe it. After pub-
lishing a content into the network, each node will store the
published content to its buffer, so as to trade with others.
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3.3 Assumptions

Without loss of generality, we assume that buffer spaces of
nodes in the network are all B. Furthermore, contents gener-
ated in the network have the same volume capacity; thus
when nodes exchange contents with each other, we can
count the total content volume by counting the number of
contents. Finally, during each contact, we assume that the
contact duration between pair-wise nodes is long enough to
complete the content exchange.

4 PROPOSED SCHEME CoNDIs

In this section, we first introduce the architecture of our
proposed scheme, ConDis, and then provide the detailed
computing method of the content utility, which includes
the contact probability and the expected delay. Finally,
we introduce the content exchange protocol when nodes
are in contact.

4.1 The Architecture of ConDis

In this part, we give the architecture of our proposed
scheme, ConDis. It includes the following four parts:

4.1.1  Subscribed Channel Manager

Each node’s subscribed channel manager keeps the channel
information subscribed by nodes in the network, and
merges it with its own subscribed channels to form a list of
subscribed channels. Furthermore, each node also needs to
keep the pair-wise inter-contact time with other nodes in
the network.

4.1.2 Buffer State Collector

Each node’s buffer state collector collects the content infor-
mation stored at nodes in the network, and merges it with
its own stored content information to form a list of its buffer
state. Specifically, we assume that each content published in
the network is associated with a descriptive metadata,
which includes its associated node, sequence number (d),
associated channel (i.e., ¢), generation time (7}), and Time-
To-Live. In order to reduce the communication and storage
overhead, we assume that each node’s buffer state collector
only needs to collect these metadatas.

4.1.3 Content Utility Estimator

Each content has an initial freshness value V' when it is pub-
lished by a certain node. Without loss of generality, we
assume that the freshness value of a certain content for a
certain subscribed node will decrease as time passes, while
the corresponding freshness value for a certain unsub-
scribed node will be 0. Furthermore, when the TTL of a cer-
tain content is expired, the corresponding freshness value
for a certain subscribed node will be 0. Therefore, the fresh-
ness value of a certain content d for a subscribed node i can
be expressed as:

RV

’U,(d) T 5

1)
where R, is the remaining valid time of content d, which can
be calculated by using the current time, the generation time
T, and TTL. Here, T is the TTL of content d.
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Fig. 2. lllustrating the utility definition of a certain content d in channel ¢
for node i. The dotted line between two nodes indicates that there is a
link between the two nodes.

Under the TFT scheme, in order to trade with others,
nodes in the network need to store some contents in their
buffer. However, since the importance of a certain content
is different for different nodes, and the size of their buffer is
limited, nodes have to choose some contents which are use-
ful for them to store. Here, the usefulness of a certain con-
tent for a certain node depends on its neighbors. As shown
in Fig. 2, we denote '}, N'? and A? as node i’s 1-hop, 2-hop
and 3-hop neighbors, respectively, and divide the set of
node ¢’s 1-hop neighbors into three kinds: the first kind are
the nodes which subscribe to channel ¢ and have not

obtained content d, denoted as A/ 11 (¢); the second kind are
the nodes which do not subscribe to channel ¢ and have not
obtained content d, denoted as M (c); and the third kind
are the nodes which have already obtained content d,
denoted as £} (d). From the perspective of real-life trading,
the first kind of nodes will absolutely choose to trade with
node i, because they subscribe to channel ¢ and have not
obtained content d. Therefore, in the definition of content
utility, we denote the value contributed by this part as the
direct subscribed value. The second kind of nodes may also
choose to trade with node i if many of their 1-hop neighbors
subscribe to channel c. This is because these nodes can use
content d to trade with their 1-hop neighbors. Similarly, we
denote the value contributed by this part as the indirect sub-
scribed value. The third kind of nodes will absolutely not
choose to trade with node i, because they have already
obtained content d. As a result, in the utility definition of
content d for node i, we only need to take into account the
first and the second kind of node i’s 1-hop neighbors.
Hence, the utility of a content d in channel ¢ for node i is
defined as:

where Uy;(d) is the direct subscribed value, and Uy,4;(d) is
the indirect subscribed value; w in the range of [0, 1]; here, w
and 1 —w represent the weight of the direct subscribed
value, and the indirect subscribed value, respectively.

In order to obtain the expression of U;(d), node i needs to
obtain the direct subscribed value Uy (d), and the indirect
subscribed value Uj,,4;(d) first. As shown in Fig. 2, for node
j € Nj(c), node j will request content d from node i only
when the following three conditions are met.
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1)  Node j has not yet received content d until node j
comes into contact with 4.

2) Node i can deliver content d to node j before this
content is out of time.

3)  When content d is delivered to node j, node i should
guarantee that this content is fresh.

Taking the above three conditions into consideration, the

direct subscribed value Uy;(d) can be expressed as:

Ra R -tV
i@ = [T
]ENl (3)
IT - Prix®)at,
kez_}(d)

where N} (c) is the set of node s 1-hop neighbors which
subscribe to channel ¢, and have not obtained content d;
L;(d) is the set of node j's 1-hop neighbors which have
already obtained content d; X;; is the time needed for trans-
mitting content d from node i to node j, and fy,(t) is the
probability distribution function (PDF) of X;;; Prj;(t) is the
contact probability between nodes j and & in a certain time .

Similarly, as shown in Fig. 2, for node j € M;(c) and
ke N }(c), node j will request content d from node i only
when the following three conditions are met.

1) Node k has not yet received content d until node j
comes into contact with .

2) Node j can deliver content d to node k before this
content is out of time.

3)  When content d is delivered to node k, node j should
guarantee that this content is fresh.

Taking the above three conditions into consideration, the

indirect subscribed value Uj;,,4;(d) can be expressed as:

Rq —
@ = Y Y[R 0

T
jeM(e) ken't(o) 7"

I - P,

meci,(d)

4)

where M} (c) is the set of node #’s 1-hop neighbors which do
not subscribe to channel ¢, and have not obtained content d;

N j (¢) is the set of node j’s 1-hop neighbors which subscribe
to channel ¢, and have not obtained content d; ka, is the
time needed for transmitting content d from i to k through j;
I (t) is the PDF of XJ,; Pry,,(t) is the contact probability
ik
between nodes k and m in a certain time ¢.
Substituting Eq. (3) together with Eq. (4) into Eq. (2), the
content utility U;(d) of content d in channel ¢ for node ¢ can
be expressed as:

Ra(Ry—t)V
Ui(d) = w / %f&j(t)
jent( "’
II = Pradt+ (1 —w Z > -
keLl(d) JEM (@) keNj(e)

Rq —
/ fogk(n IT 11— Pra(o

T 1
meL;(d)
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In order to obtain the content utility U;(d) of content d in
channel ¢ for node i, we have to compute fx; (t), Prix(t),
[i (t), and Pry,(t) first. Therefore, in the next part, we will

ik

Prjg(t),

introduce the detailed computing method of f Xl.j(t),
fX{-k (t), and Pry,, (t).

4.1.4 Buffer Manager

Since the usefulness of a certain content is different for dif-
ferent nodes, and the size of the buffer is limited, nodes in
the network have to choose some useful contents to store.
Therefore, in order to get as many subscribed contents as
possible, and to guarantee the freshness of these subscribed
contents, the objective of the nodes in the network is to max-
imize the expected content utility in their buffer, which can
be expressed as:

C

MaxU; = | Y Ul(d)— > Ui(d) |, (6)

c=1 \ deb(c)

where Uj is the utility function of node 4; C'is the total num-
ber of channels; and 6(c) and ¢(c) are the set of contents
associated to channel c¢ in their buffer after and before
exchange, respectively.

The cache management of a node is mainly based on the
content utility. When a new content is sent to the current
node, it places the content into the buffer corresponding to
its content utility. If the buffer size of the current node is
full, the content with higher utility can seize the cache posi-
tion that is occupied by the content with lower utility. More-
over, the expired contents will be deleted directly from the
buffer, even if there is unoccupied space.

4.2 Computing Content Utility
In this part, we introduce how to compute fx, (t), Prj.(t),
fyi (t),and Pry;,(t) in the definition of content utility.

ik

As introduced in Section 3, in this paper we also assume
that the pair-wise inter-contact time in realistic traces fol-
lows an exponential distribution. The contact frequency \;;
between nodes ¢ and j is indicated by the contact rate, and
can be computed by the following time average method:

n

Nii=—o
L] n [
Z:lfI;j

(7)

where T} J,Tl G I j are pair-wise inter-contact time sam-
ples between nodes 7 and j.

Thus, the probability distribution function of the pair-
wise inter-contact time X;; between nodes ¢ and j can be

expressed as:

Fxi; (@) = Nije . ®)

Then, the contact probability between nodes i and j in a
certain time ¢ can be expressed as:

PT‘,jj(t) X <t /fXL]

AU

9)

=1—e
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Similarly, the contact probability between nodes k and m
in a certain time ¢ can be expressed as:

Pl'km(t) == Pr(anL S t) = /0 ka'm(:L)dx

67)‘1«7717"

(10
—1-

After being given the expression of Prj.(t), f, (t), and
Prin(t), we give the expression of Ix;; (t). Note"that the
total time to transfer a certain content from ¢ to k through
j is ka:ij+Xjk, while X;; is the time needed for
transmitting the content from i to j, and Xy, is the time
needed for transmitting the content from j to k. Since the
pair-wise inter-contact time follows an exponential
distribution, we obtain that X;; follows the exponential
distribution with the parameter );;. According to the
memoryless property of the exponential distribution, X},
also follows the exponential distribution, but with the
parameter \j.. Therefore, based on Eq. (8), the PDF f Xjk (t)

can be calculated as:
sz]k (t) = sz'j (t) oY fXjk; (t)
t
— /\i,j/\jk/ e~ M= Ajp)e o= Ak 1.
0

R A )
Ajk — Nij ’

(1n

where ® is the convolution operator; fx,;(¢) is the PDF of the
inter-contact time X;; between nodes i and j, and fXjk- (t) is
the PDF of the inter-contact time X, between nodes j and k.

Substituting Eq. (8), Eq. (9), Eq. (10), together with
Eq. (11), into Eq. (5), we can express the content utility U;(d)
of content d in channel ¢ for node i as follows:

(_t W
Ui(d) = w Z / : Aije i

/EN]
At fia
[ eat+(1-w) 3 / 12
ket (d) jeMl(e) kent() 70
(R = )V AjAji(e it — e ) Nt
om dt
T Nk — A IT «

m€£1 d)

4.3 The Content Exchange Protocol

Based on the above models, assumptions, and definitions,
our proposed scheme, ConDis, is outlined below. We take
two nodes 7 and j as an example. When ¢ meets j, node 4
needs to decide whether or not to exchange contents in its
buffer with the latter. If j has some useful contents in its
buffer for i, for example, some contents which are sub-
scribed by 4, or some contents which can increase the con-
tent utility in ¢’s buffer, then i will choose to exchange
contents with j. From the perspective of real life trading,
node i will give priority to obtaining its subscribed contents
with higher freshness value, and then aims to obtain con-
tents which can increase its own expected content utility in
its buffer. Then, our proposed scheme ConDis works as fol-
lows, in five steps:
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1)  When node 7 meets node j, node : first sends a con-
trol message to node j, which includes its collected
network state information (including its collected
subscribed channel information, the contact rate
information, and buffer state information). Node j
also sends a similar control message to node 1.

2)  When node i receives the control message from node
J, it first updates the past stored control messages
with the new received control message from node j.
Then, it creates a set S; to denote the set of metadata
of contents that are stored at j, and a set L; to denote
the set of contents that are available at j but not at i,
ie, Li =5; —(S;NS;). Based on the stored control
messages, node i calculates the freshness value of
contents in L; which meet its interest, and the con-
tent utility of all contents in L; according to Eq. (12).
Similarly, node j does so in a similar way.

3) Node i checks if there are any contents in L; match-
ing its interest. Let L; denote the set of such con-
tents. Then, node 7 adds them into the candidate
request list R; in the decreasing order of the fresh-
ness value with a high priority. After determining
the subscribed contents, node 7 then determines the

contents not matching its interest. Let L;" denote the
set of contents in L; that does not include contents
matching its interest. Node ¢ then adds them into the
candidate request list R; in the decreasing order of
the content utility with a low priority. Accordingly,
node j does so in a similar way, and obtains the can-
didate request list R;.

4)  After determining the candidate request lists of each
other, nodes ¢ and j will trade with each other to
obtain subscribed contents, and these contents can
increase the total content utility in their buffer from
each other. In the decreasing order of priority and
content utility, nodes i and j will trade contents in
the candidate request list of each other, one by one.
After obtaining a new content, they will store it in
their buffer according to its content utility. They will
finish the trading until one side does not have con-
tents, which can increase the total content utility in
the buffer for the other side.

5)  After finishing the trading with each other, nodes i
will update L;, and send a new control message to j.
Node j does so in a similar way.

Fig. 3 gives an example about the content exchange pro-
cess between nodes i and j in ConDis. As introduced above,
R; and R; represent the candidate request list of node i and
node j, respectively. For simplicity, we use small numbers:
1, 2,..., 13, to represent the sequence number of contents
stored in nodes i and js' buffers. Here, v;(1) denotes the
freshness value of content 1 for subscribed node j, and
vj(1) > vj(2) > v;(3). Similarly, v;(8) denotes the freshness
value of content 8 for subscribed node i, and v;(8) > v;(9).
U;j(4) denotes the utility of content 4 for node j, and
U;(4) > Uj(5) > U;(6) > U;(7). Similarly, U;(10) denotes the
utility of content 10 for node ¢, and U;(10) > U;(11) >
Ui(12) > U;(13). According to the content exchange protocol
introduced above, nodes ¢ and j start the trading from the
top of each other’s candidate request list, which means they
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Fig. 3. The content exchange process between nodes i and j in ConDis.

will give priority to obtaining subscribed contents which
have higher freshness values. It is worth noticing that if
\Li/| = |L]-/ |, nodes ¢ and j will finish the trading of their sub-
scribed contents. However, if |Li’| # |L‘,-/ |, in order to obtain
other subscribed contents, one side which does not have
further subscribed contents for the other side needs to pro-
vide contents, which can increase the total content utility in
the buffer for the other side.

4.4 The Overhead of Maintaining
Network State Information

According to the definition of content utility in Section 4.1,
in order to obtain the direct subscribed value, each node
needs to collect the network state information within its
two-hop range. Similarly, in order to obtain the indirect sub-
scribed value, each node needs to collect the network state
information within its three-hop range. Therefore, in order
to calculate the utility of each content, each node needs to
collect the network state information within its three-hop
range. The related network state information includes:

1)  The pair-wise inter-contact time of each edge within

the three-hop range;

2)  The channel set subscribed by each node within the

three-hop range;

3) The buffer state of each node within the three-hop

range.

The related network state information mentioned above
is forwarded to each node in the network hop by hop. As
shown in Fig. 2, in order to transmit node k’s network state
information to node ¢, node k firstly forwards its network
state information to node j, and later node j delivers the
information to node . Therefore, in order to maintain net-
work state information within the r-hop range of each node,
we have the following theorem:

Theorem 1. For each node, the communication overhead of main-
taining network state information within the r-hop range is
Q(rO"), and the corresponding storage overhead is Q(O"),
where O is a graph-dependent invariant.

Proof. In OppNets, nodes’ contact in the network can be
described as a graph G(V, E). Let D be the maximum
node degree in graph G(V, E). Without loss of generality,
we assume that G(V, E) is connected, and D > 2. As
shown in Fig. 2, we take node ¢ as an example. The r-hop
range network of node i is a subgraph of G(V, E), we

have | N!| < D,and |N/| < D(D—1)""".
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For Vj € N, the range between nodes ¢ and j is at least
r hops. Therefore, for node i, the maximum communica-
tion overhead of maintaining network state information

1)/171 _

within the r-hop range is >, hD(D —
DTE)D:QW + D[l(;)g;;” , that is Q(rO"), where O is an invari-
ant related to D.

Let n’ be the total number of nodes within r-hop range
of node i, then ni. <37, [N!'| =Y, D(D—1)"" =

[)[([})—7};—1]’ which means there are at most DK[})_*E%T_”

nodes within the r-hop range of node i. Therefore, for
node ¢, the maximum overhead of storing network state
information within the 7-hop range is a x DK%%I%L”, that
is Q(O"), where a is the overhead of storing network state
information of one node, and O is an invariant related to
D and a. ad

From Theorem 1, it can be found that when the range r
increases, the overhead of maintaining network state infor-
mation (both the overhead of communication and storage)
increases at an exponential rate. The resource of nodes in
the network is limited, so the range of network state infor-
mation each node maintains cannot be too large. Extensive
studies illustrate that OppNets exhibit the “small world”
phenomenon, which means that the diameters of OppNets
are usually small [33], [34], [35], [36], [37]. Therefore, it is
reasonable that each node in the network maintains net-
work state information within the range of a few hops.

5 PERFORMANCE EVALUATION

In this section, we evaluate the performance of our pro-
posed scheme, ConDis, in selfish OppNets. Specifically, we
compare it with the following three existing schemes:

1) Podcasting [21]. Nodes receive all contents which
their neighbors subscribe, and randomly discard
contents when their buffer is full.

2)  MobiTrade [13]. Each node defines a buffer quota for
each channel based on the past reward of the chan-
nel, and adaptively manages its buffer according to
the buffer quota.

3)  ConSub [8]. Each node exchanges contents according
to the content utility, which is determined by the
contact probability and the cooperation level
between the current node and its one-hop neighbors
subscribing to the associated channel. During each
contact, the objective of nodes in the network is to
maximize the utility of the content inventory stored
in their buffer.

We use two experimental traces, Infocom 06 [31] and MIT
Reality [32], collected from realistic environments to evalu-
ate the performance of the above schemes. Nodes in these
two traces carry bluetooth-enabled portable devices, which
record contacts by periodically detecting their nearby peers.
The traces cover various types of corporate environments,
and have various experimental durations. The details of
these two traces are summarized in Table 1.

5.1 Simulation Setup
During the whole experiment, we consider that each node
generates contents that match one of the channels, and the
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TABLE 1

Basic Statistics of the Traces
Trace Infocom 06 MIT Reality
Device iMote Smart Phone
Network type Bluetooth Bluetooth
No. of internal contacts 182,951 114,046
Duration (days) 3 246
Granularity (seconds) 120 300
No. of devices 78 97
Contact frequency/pair/day 6.7 0.024

content generation rate follows a uniform distribution,
while 1 content/hour means that nodes generate 1 con-
tent per hour. In particular, unless otherwise stated, we
set the content generation rate as 1 content/hour, and
TTL as 2 hours in the Infocom 06 trace; while in the MIT
Reality trace, we set the content generation rate as 1 con-
tent/day, and TTL as 24 hours. Furthermore, there are
five channels in the network, and each node only
expresses interest, randomly, in one channel. The size of
all contents equals to 40K, each experiment has the same
TTL, and the buffer size of nodes in the network
B = 1,000K. Finally, the initial freshness value of all con-
tents in the network V =1, and when TTL of a certain
content is expired, the corresponding freshness value will
be 0. In our simulation studies, we focus on the following
three performance metrics for performance evaluation:

1)  Total freshness value. The total freshness value of con-
tents successfully delivered for channels subscribed
by nodes in the network, which reflects the effective-
ness of the scheme.

2)  Total delivered contents. The total number of contents
successfully delivered for channels subscribed by
nodes in the network, which reflects the effectiveness
of the scheme.

3) Total transmission cost. The total number of contents
exchanged by nodes in the network, which reflects
the energy consumption of the scheme.

5.2 Performance Comparison

In this part, we use the Infocom 06 trace to carry out experi-
ments with different content generation rates (1 content/
hour and 2 contents/hour), and use the MIT Reality trace to
carry out experiments with different TTL values (24 and 48
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hours), aiming to compare the performance of our proposed
scheme, ConDis, with three other existing schemes in differ-
ent traces.

5.2.1 Different Content Generation Rates

When other settings are fixed, increased content generation
rate leads to more contents being published in the network.
Under this situation, it is more challenging for the scheme
to store right contents and discard others when the traffic in
the network becomes heavy. Therefore, in this part, we
change the content generation rate from 1 content/hour to
2 contents/hour in the Infocom 06 trace, so as to compare the
performance of our proposed scheme, ConDis, with three
other existing schemes under different situations.

Fig. 4 shows the performance comparison of our pro-
posed scheme, ConDis, with other three existing schemes in
the Infocom 06 trace when the content generation rate is
1 content/hour. It can be found that as the simulation time
increases, ConDis outperforms three other existing schemes
in terms of total freshness value, total delivered contents,
and total transmission cost in the Infocom 06 trace. More-
over, the longer the simulation time is, the better ConDis
performs. This is because ConDis takes both the direct
subscribed value and the indirect subscribed value into con-
sideration from the perspective of real life trading. Further-
more, ConDis also takes into account the freshness of
contents, and designs a novel content exchange protocol in
the content exchange process when nodes are in contact. It
can be also found that Podcasting performs worst in the
Infocom 06 trace. The main reason is that nodes in Podcast-
ing receive all contents to which their 1-hop neighbors sub-
scribe, and do not manage their buffer. Although Mobitrade
and Consub take the buffer management into consideration,
they both rely on the past transaction between nodes to
define the utility of contents, which may be inaccurate for
predicting the future trading value of contents. Moreover,
they do not take the freshness of contents into consideration.
Therefore, ConDis can achieve a better performance than
Podcasting, MobiTrade, and Consub in terms of total fresh-
ness value, total delivered contents, and total transmission
cost in the Infocom 06 trace.

Fig. 5 shows the performance comparison of our pro-
posed scheme, ConDis, with three other existing schemes in
the Infocom 06 trace when the content generation rate is 2 con-
tents/hour. It can be found that when the content generation
rate changes from 1 to 2 contents/hour in the Infocom 06
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Fig. 4. Performance comparison of ConDis with other existing schemes in the Infocom 06 trace when the content generation rate is 1 content/hour.
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Fig. 7. Performance comparison of ConDis with other existing schemes in the MIT Reality trace when TTL is 48 hours.

trace, total freshness value, total delivered contents and total
transmission cost in different schemes all increase. It can be
also found that similar to the results in Fig. 4, ConDis also
outperforms other three existing schemes in terms of total
freshness value, total delivered contents, and total transmis-
sion cost. Therefore, ConDis performs better in the Infocom 06
trace when the contact generation rate increases.

To summarize, ConDis outperforms other schemes
in terms of total freshness value, total delivered contents
and total transmission cost in the Infocom 06 trace when the
content generation rate is different, which demonstrates the
effectiveness of our proposed scheme. Moreover, the longer
the simulation time is, the better ConDis performs.

5.2.2 Different TTL

When other settings are fixed and TTL increases, contents in
the network have more opportunities to be delivered to the

subscribed nodes, but they also add traffic into the network.
Under this situation, it is more challenging for the scheme
to store the right contents and discard others when the traf-
fic in the network becomes heavy. Therefore, in this part,
we change TTL from 24 to 48 hours in the MIT Reality trace,
so as to investigate how it influences ConDis and other exist-
ing schemes.

From Figs. 6 and 7, it can be found that when TTL
increases from 24 to 48 hours in the MIT Reality trace,
total freshness value, total delivered contents, and total
transmission cost in different schemes all increase. It can
be also found that as the simulation time increases,
ConDis again outperforms three other existing schemes in
terms of total freshness value, total delivered contents,
and total transmission cost in the MIT Reality trace. More-
over, the longer the simulation time is, the better ConDis
performs. Podcasting also performs worst in the MIT
Reality trace, and Consub also performs better than
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Mobitrade in the MIT Reality trace. It is worth noticing
that the simulation time and TTL in the MIT Reality trace
are much larger than that in the the Infocom 06 trace. This
is because the experimental duration in the MIT Reality
trace is much longer than that in the Infocom 06 trace,
and the contacts in the MIT Reality trace are much sparser
than those in the Infocom 06 trace.

To summarize, ConDis outperforms other schemes in
terms of total freshness value, total delivered contents and
total transmission cost in the MIT Reality trace when TTL is
different, which demonstrates the effectiveness of our pro-
posed scheme.

5.2.3 Impactofw

In this part, we evaluate the performance of our proposed
scheme, ConDis, with different values of w (w = 0.1, 0.5, 0.9
and 1) using the Infocom 06 trace and the MIT Reality trace,
aiming to check the impact of the changing metrics w on the
performance of ConDis in different traces.

Figs. 8 and 9 show the performance of our proposed
scheme, ConDis, with different values of w (w = 0.1, 0.5,
0.9 and 1) in the Infocom 06 trace and the MIT Reality
trace, respectively. It can be found that, as w increases
from 0.1 to 1, total freshness value, total delivered con-
tents, and total transmission cost of ConDis all increase,
not only in the Infocom 06 trace, but also in the MIT Real-
ity trace. The main reason is that w changes the balance
between the direct subscribed value and the indirect sub-
scribed value, which are determined by nodes’ one-hop
neighbors and two-hop neighbors, respectively. As w
increases, nodes in the network will give priority to
storing contents subscribed directly by their one-hop

5500 7000
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neighbors, which means nodes can obtain more contents
matching their interest from the trading with their one-
hop neighbors. Moreover, in order to calculate the indi-
rect subscribed value of a certain one-hop neighbor, the
current node needs to predict its two-hop neighbors’
information based on its past stored control messages,
which may be inaccurate. Therefore, total freshness value,
total delivered contents, and total transmission cost of
ConDis all increase when w increases.

When w increases from 0.9 to 1, total freshness value,
total delivered contents, and total transmission cost of
ConDis in the Infocom 06 trace and the MIT Reality trace all
increase a little. Furthermore, when w increases to 1, each
node in the network only needs to calculate the direct sub-
scribed value in the content utility definition. Therefore, in
order to calculate the utility of each content, each node only
needs to collect the network state information within its
two-hop range. According to Theorem 1, the overhead of
maintaining network state information will decrease a lot
when the maintaining range decreases from 3 to 2 hops.
Therefore, in order to increase the performance of ConDis,
nodes in the network should give priority to storing con-
tents subscribed directly by their one-hop neighbors.

In summary, w has a significant impact on the perfor-
mance of ConDis. Since it may be inaccurate for a certain
node to predict its two-hop neighbors’ network state infor-
mation based on its past stored control messages, it is better
for nodes in the network to store contents subscribed
directly by their one-hop neighbors. Therefore, in order to
increase the performance of ConDis, nodes in the network
should give priority to storing contents subscribed directly
by their one-hop neighbors.

x10°

Total Transmission Cost

—p—w=01
5000 —&—w =05
ascol| R w=09 6000
——w=1 r
$ 4000 £ 5000
= 3500 5
a o
4 = 4000
é 3000 §
£ 2500 ‘g 3000
< —
3 =
2000 S 2000
1500
10008
1000
50 0
2 3 4 5 6 7 8 9 10 2 3 4 5

Time (days)
(a) Total Freshness Value

Fig. 9. Performance of ConDis with different w in the MIT Reality trace.

Time (days)
(b) Total Delivered Contents

6 7 8 9 10 2 3 4 5 6 7 8 9 10
Time (days)

(c) Total Transmission Cost



ZHOU ET AL.: INCENTIVE-DRIVEN AND FRESHNESS-AWARE CONTENT DISSEMINATION IN SELFISH OPPORTUNISTIC MOBILE... 2503
x10°
10000 12000 35
=—%y— channel =5 , =—%y— channel =5 =—%y— channel =5
9000 | —#— channel = 10 b ~—#— channel = 10 y ~—#— channel = 10 k
—sk— channel = 15 10000 {{ == channel = 15 3 —k— channel = 15 B

8000

Total Delivered Contents
3
3
3

N

Total Transmission Cost

2 3 4 5

Time (hours)

(a) Total Freshness Value

Time (hours)

(b) Total Delivered Contents

6 7 8 9 10 2 3 4 5 6 7 8 9 10
Time (hours)

(c) Total Transmission Cost

Fig. 10. Performance of ConDis with different number of channels in the Infocom 06 trace.

5.2.4 Impact of the Number of Channels

In this part, we evaluate the performance of our proposed
scheme, ConDis, with different numbers of channels (5, 10
and 15) using the Infocom 06 trace and the MIT Reality trace,
aiming to check the impact of the number of channels on
the performance of ConDis in different traces.

Figs. 10 and 11 show the performance of our proposed
scheme, ConDis, with different numbers of channels (5, 10
and 15) in the Infocom 06 trace and the MIT Reality trace,
respectively. It can be found that, as the number of channels
increases from 5 to 15, total freshness value, total delivered
contents, and total transmission cost of ConDis all decrease,
not only in the Infocom 06 trace, but also in the MIT Reality
trace. A reasonable explanation is that it is hard for nodes in
the network to choose contents with higher utility for
exchange when the number of channels increases. There-
fore, nodes will exchange less amount of contents with
others, which causes a decrease of total freshness value,
total delivered contents, and total transmission cost.

To summarize, the number of channels has a significant
impact on the performance of ConDis. If the number of chan-
nels is too large, it will obviously decrease the performance
of ConDis; thus we should choose an appropriate number of
channels according to different application scenarios.

6 DISCUSSION

Though the current design of ConDis only considers two
nodes during each contact, the content exchange process in
which there are more than two nodes during each contact is
similar to the process when there are only two nodes during
each contact. For example, if there are three nodes, 4, j and k

6000 7000

within each other’s contact range. According to the content
exchange protocol in Section 4.3, node i will first send con-
trol messages to j and k; j and &k will do so in a similar way.
After receiving the control messages from j and k, node ¢
will calculate the freshness value of contents in j and ks’
buffer which meet its interest, and the content utility of all
contents in j and ks’ buffer according to Eq. (12). Then,
node i will determine the candidate request lists based
on the freshness value of contents and the content utility.
Here, the only difference is that a parameter needs to be
added in the candidate request lists to represent which
node contents in the candidate request lists belong to. If con-
tent in the candidate request list of ¢ belongs to j, then node
1 will trade with j to obtain this content. Nodes j and & will
do so in a similar way. After determining the candidate
request lists, node ¢ will trade with j and % to obtain sub-
scribed contents, and those contents which can increase the
total content utility in its buffer. In the decreasing order of
priority and content utility, ¢ will trade contents in the can-
didate request list with j and k, one by one. Nodes j and &
will do so in a similar way. They will finish the trading until
one side does not have contents, which can increase the total
content utility in the buffer for the other side.

Therefore, if there are more than two nodes during each
contact, the only difference is that we need to add a parame-
ter to represent which node contents in the candidate
request lists belong to, then they will trade with each other
in a similar way.

7 CONCLUSION

In this paper, we have investigated the pub/sub content
dissemination in OppNets. Considering the selfish behavior
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Fig. 11. Performance of ConDis with different number of channels in the MIT Reality trace.



2504

of nodes and the freshness of contents, we propose an incen-
tive-driven and freshness-aware pub/sub content dissemi-
nation scheme, called ConDis, for selfish OppNets. In
ConDis, we choose the TFT scheme as the incentive scheme
to deal with selfish behaviors of nodes in the network.
Moreover, we also propose a novel content exchange proto-
col when nodes are in contact. Specifically, during each con-
tact, the exchange order is decided by the content utility,
and the objective of nodes in the network is to maximize the
utility of the content inventory stored in their buffer. Exten-
sive realistic trace-driven simulations are conducted to eval-
uate the performance of our proposed scheme, ConDis, and
the results show that ConDis is superior to other existing
schemes in terms of total freshness value, total delivered
contents, and total transmission cost.
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