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Abstract

In this paper, we embed an incentive-compatible, ef-
ficient, and individual rational payment scheme into our
cost- and stability-based routing protocol in ad hoc net-
works which consist of selfish nodes. Unlike traditional
routing protocols in ad hoc networks, which only elicit
cost information from selfish nodes, our protocol moti-
vates selfish nodes to report truthfully both their stability
and cost information.
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1 Introduction

Two prominent characteristics of ad hoc networks are
power scarcity and instability. Existing routing proto-
cols address these two problems either separately or sim-
ply combinatorially. Our previous work [5] proposes a
new metric to evaluate the efficiency of a routing scheme
by integrating link cost and link stability into a single
metric and designs an optimal routing algorithm, MaxU-
tility. In [5], we assume our algorithm has full control
of nodes and has priori knowledge of cost and stabil-
ity information. However, the assumptions are not true
in ad hoc networks consisting of selfish nodes. In this
paper, we relax the assumptions and design a two-stage
routing protocol, which satisfies incentive-compatibility,
efficiency, and individual rationality.

In our model, a source intends to buy a path to trans-
mit its packets to a destination and receives a benefit for
each successfully delivered packet. Although there ex-
ists packet loss due to unstable links (nodes), the source
still accepts the partial delivery of packets if the sum of
benefits are larger than the sum of transmission costs.

Assuming that intermediate nodes are selfish and ra-
tional but they do not collude and that each node has a
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priori knowledge about its node stability and the costs
of links, where it is an endpoint, our goal is to use in-
centive methods to motivate intermediate nodes to re-
port true cost and stability information. We use social
welfare[6], which is defined as the total utility of all the
nodes, as the metric to define our goal. Here, the utility
of the source is its benefit minus the total payments to
the intermediate nodes. A intermediate node’s utility is
defined as its payment from the source minus its cost.

Most existing works adopt the Vickrey-Clarke-
Groves (VCG) mechanism [6] to elicit truthful informa-
tion from intermediate nodes in order to find the optimal
route. The idea behind the VCG mechanism is utilizing
the payment to determine intermediate nodes’ utility so
that each intermediate node’s utility is consistent with
the social welfare. Therefore, each intermediate node
has to tell the truth in order to maximize its utility.

However, the traditional VCG payment scheme [1, 3,
7] adopted in ad hoc networks applies only to the case
of successful packet delivery, therefore, the VCG mech-
anism cannot be directly applied to our problem due to
partial packet delivery. If we do not pay intermediate
nodes in case of delivery failure, it violates the individ-
ual rationality principle [6]. This principle points out
that each forwarding node should not be worse than a
non-forwarding node, i.e. a node should not get negative
utility by forwarding a packet. To ensure fairness to in-
termediate nodes, we design a partial payment scheme,
in which a node will get paid for each packet that it helps
forward, no matter if the packet reaches the destination
or not.

Because the incentive method alone cannot stimulate
intermediate nodes to report stabilities truthfully, we di-
vide our ad hoc routing protocol into two stages: the
route discovery stage and the packet forwarding stage.
We postpone the payment calculation after the packet
forwarding stage because the true stability can be ob-
served by neighbor nodes during the packet forwarding
stage but is unknown in the route discovery stage.

In the route discovery stage, the source collects the
costs and stabilities reported by intermediate nodes.



A cryptographic technique is integrated to prevent the
neighbors from tampering with the reported cost and
stability when they forward a route discovery message.
In the packet forwarding stage, a neighborhood surveil-
lance mechanism is integrated into our VCG-based pay-
ment scheme.

We utilize an incentive method to motivate neighbors
to overhear the actual packet forwarding of intermediate
nodes, and to report such information to a trusted credit
center (TCC). TCC will count the number of packet col-
lected by each node, calculate the stabilities of interme-
diate nodes, and inform the destination of the stabili-
ties. We also use a cryptography technique to prevent
the neighbors from fabricating the information it obtains
during the surveillance.

To avoid intractable analysis, we make some as-
sumptions about the behavior of the intermediate nodes,
which make the model simple enough but nevertheless
lead to useful models. (1) The source and destination
are assumed not to be selfish. Although we can re-
move this assumption by introducing multiple source-
destination pairs because competition among source-
destination pairs can enforce truthfulness, for the sake
of presentation, we consider only one source-destination
pair and thus assume both source and destination are
obedient. (2) The network is bi-connected. This as-
sumption can suppress the overpayment problem [2], but
the overpayment problem cannot be totally removed un-
less the topology control method [3] is adopted. (3) We
assume there is a secure and stable channel, as illustrated
in [9], between TCC and each node. The implement of
TCC can be either a centralized or distributed implemen-
tation.

2 Preliminaries and Related Work
2.1 The related work

Anderegg and Eidenbenz [1] first apply the VCG
mechanism to routing protocols in ad hoc networks.
They adopted the energy cost of nodes as private infor-
mation, used the lowest energy cost model to study the
ad hoc routing problem. They also presented a reason-
able way to estimate a node’s cost, whose drawback was
pointed out by [10].

Zhong, Li, Liu, and Yang [10] used a two-stage rout-
ing protocol to model the ad hoc routing problem. They
integrated a novel cryptographic technique into the VCG
mechanism to solve the link cost dependence problem.
However, none of them took into account the partial de-
livery and partial payment problem, and thus failed to
consider stability as a metric to evaluate the performance
of a path in ad hoc networks.

Zhong, Chen, and Yang [9] proposed a system called
Sprite, which combines incentive methods and cryp-
tography techniques to implement a group cheat-proof

ad hoc routing system. But they only considered the
payment problem in the packet forwarding stage and
failed to compensate the last node which has forwarded
a packet. Compared to [9], we also utilize a central-
ized authority to collect overheard receipts and distribute
credit, but the main differences are that we consider both
routing and payment issues, and our payment scheme
satisfies the individual rationality principle.

2.2 Preliminaries

In our previous work [5], we consider a unicast rout-
ing problem, in which a source s intends to buy a path to
send packets to a destination d in an ad hoc network with
unstable nodes. The stability ¢; ; of link (¢, j) is modeled
as the ratio of received packets by node j to transmitted
packets by node i. Inspired by the idea that markets can
efficiently allocate limited resources, we model an ad
hoc network as a market, in which s is the buyer and
intermediate nodes are sellers.

For each successfully delivered packet, s obtains a
benefit v. Because of unstable links on the selected route
R, packet delivery is not 100% successful. The proba-
bility that s obtains v is the product of stabilities of all
links on R, i.e., H(i,j)eR t;,;. Thus, for each packet, s
obtains expected benefit v x || (i.j)eRr i and pays g; to
each intermediate node ¢ on R. The expected utility of s
isus =v X H(i,j)eR tij — EieR Gi-

For each link (i,j) € R, the transmission cost is
¢;,;. Node 7 spends c; ; on forwarding a packet to node
7. Since a packet is delivered from s to ¢ with prob-
ability H(%y) R, tz,y» Where R; is the subpath (from
s to 1) of R, the expected cost of node 7 is ¢; =
Cij X H(z’y)eRi t.,y and hence, i’s expected utility is
U; = gi — G-

The utility of any node not on the selected path is
0. Therefore, the total expected utility of the whole net-
work over a packet delivery on path R is U = u, +
ierWi =V X [l jertii — 2ier ci- Our previous
work [5] designed an optimal algorithm, called MaxU-
tility, to compute the route that maximizes the total ex-
pected utility.

We observe that for a single-link route (¢, j) with link
stability ¢; ; and link cost ¢; ;, the total expected utility
is

U=vx ti,j — Cij (1)

The basic idea of the MaxUtility is to calculate the total
expected utility backwards, starting from d with initial
value being v and repeatedly applying Formula (1) re-
cursively over each link. We illustrate the basic idea by
an example shown in Fig. 1. Let v = 200. Initially,
U = v = 200. By applying Formula (1) over link (1, d)
((2,d)), at node 1 (2), U = 200 x 0.85 — 30 = 140
(137). Through link (1,2), node 2 can compute a new
value of U = 137 x 0.7 — 25 = 70.9 to node 1, which



Figure 1. An example illustrating the
MaxUtility algorithm.

is less than node 1’s current U, 140. In the same way,
node 1 cannot update node 2’s value. In the end, node 1
(2) updates s” U, which is the final total expected utility.
The readers can verify the optimal route is < s,1,d >,
whose total expected utility is 140 x 0.8 — 25 = 87.

3 Problem Statement
3.1 Model and notations

In our model, the set of mobile nodes N =
{1,2,---, N} forms an ad hoc network, which is mod-
eled as a unit disk graph (N, F), where E is the set of
links. We consider that a source s intends to buy a path
to a destination d to deliver packets. For each success-
fully delivered packet, s will get a benefit v.

For a link (¢,7), the link cost ¢; ; is the minimal
power level to connect ¢ and j. Unlike our previous
work [5], which considers link stability, in this paper,
we consider node stability because node stability char-
acterizes the ability and willingness of a node to help
other nodes, and more importantly, the MaxUtility can
still apply. For each node i, its stability ¢; is the ratio of
transmitted packets to received packets. Because s and d
intend to communicate and thus have incentive to remain
stable during data transmission, we have t;, = t4 = 1.

The key point in our ad hoc routing problem is to
elicit true cost and stability information from nodes.
Only if the routing protocol can elicit true information
w, can the MaxUltility find a real optimal routing path,
because w is the input for the MaxUtility and with dif-
ferent inputs the MaxUtility will return different routing
paths. To discriminate the reported information from the
real information, @ and w are used to represent the re-
ported value and the real value, respectively.

To motivate intermediate nodes to tell the truth, i.e.
w = w, we design a payment scheme, which involves
incentive and cryptographic techniques, so that an in-
termediate node can maximize its utility if and only if
it tells the truth on its stability and cost. Our payment
scheme is based on but different from the traditional
VCG mechanism.

Figure 2. An illustration on how the VCG
payment enforce truthfulness on cost but
fails to enforce truthfulness on stability.

The traditional VCG mechanism can be used to stim-
ulate selfish nodes to cooperate and reveal their private
cost information honestly. However, the VCG mecha-
nism cannot be applied to our ad hoc routing problem.

3.2 Failure of the VCG mechanism

We first show how the VCG mechanism can enforce
truthfulness in the lowest energy cost routing problem.
In the lowest cost routing, node ¢’s VCG payment is the
reported cost of the second best path minus the reported
cost of the best path plus ¢’s reported cost.

In Fig. 2, there are two paths from s to d. The real
link cost is labelled above each link, while the node sta-
bility is labelled below each node. If we consider only
link cost, the upper path has the real cost 66, while the
lower path has the real cost 70.7. Obviously, the upper
path should be the optimal (lowest cost) path. However,
if node 5 intends to increase its utility by reporting a fab-
ricated cost, say, 20, the optimal path will be the lower
path (with cost 61.9). Then node 5’s payment will be
66 — 61.9 + 20 = 24.1, where 66 is the cost of the sec-
ond best path, 61.9 is the cost of the best path, and 20 is
the reported cost of node 5. Note that node 5’s utility is
24.1—28.8 = —4.7, where 28.8 is node 5’s real cost, but
its utility will be O if it tells the truth. Because reporting
a fabricated cost will not increase node 5’s utility, node
5 has no incentive to cheat.

If we take link stability into account, the true ex-
pected social welfare of the upper path is 22.6, while the
true expected social welfare of the lower path is 19.5.
The upper path should be the optimal (maximum ex-
pected social welfare) path. However, if node 5 reports
a fabricated stability 1 instead of real stability 0.9, the
expected social welfare of the lower path will be 22.8.
According to the VCG mechanism, in the maximum ex-
pected social welfare routing problem, the payment to
node ¢ is the expected social welfare of the best path mi-
nus the expected social welfare of the second best path
plus node ¢’s expected cost. So the payment for node 5 is
22.8—-22.6+428.8 = 29. Note node 5’s reported and real



expected cost are 28.8 x 1 = 28.8 and 28.8 0.9 = 25.9,
respectively. Node 5’s utility is 29 — 25.9 = 3.1 in case
of cheating, while its utility is O in case of telling the
truth. Therefore, node 5 can increase its utility by cheat-
ing. This example illustrates that the traditional VCG
payment scheme cannot guarantee truthfulness in our
model.

3.3 The payment scheme

In this subsection, we design a payment scheme so
that each node has incentive to report its true cost and
stability. To enforce truthfulness of stability, the only
tool we can utilize is the payment. At the beginning of
a routing session, an intermediate node can utilize all
possible strategies to maximize its potential utility. The
advantage of intermediate nodes are that their stabilities
as well as their costs are private to the routing proto-
col and they can strategically report fabricated values of
their stabilities and costs.

The advantage of the routing protocol is that it can
determine the amount of the payment and the time to
calculate the payment. It is unnecessary for the pro-
tocol to compute the payment and then pay the calcu-
lated amount to each selected intermediate node during
the routing discovery stage. Instead, it can postpone the
payment calculation until the end of the packet forward-
ing stage.

In our payment scheme, each intermediate node ¢ will
receive a payment g; for each packet after packet for-
warding stage. For each packet, ¢’s utility is u; = ¢; —c¢;,
where c¢; is the expected cost. Unlike the goal of our
routing protocol, which is to maximize the expected so-
cial welfare U, the goal of an intermediate node ¢ is to
maximize its own utility u;. In order to prevent interme-
diate nodes from cheating on their stability and cost, the
payment scheme should make the goal of any intermedi-
ate node consistent with the goal of the routing protocol.
Otherwise, an intermediate node will have incentive to
lie.

To achieve that consistency, each intermediate node
1’s utility must be equal to the marginal expected social
welfare of i, i.e.

u; =U(R*) = U(RY))

where R* = argmaxper U(R) is the optimal route,
R* , is the optimal path if ¢ were removed from the net-
work, and U(R*) and U(R* ;) are the expected social
welfare associated with paths R* and R* ;, respectively.
U(R*) — U(R*,) is called marginal social welfare be-
cause it reflects the part of the expected social welfare
contributed by ¢ alone.

Note that if ¢ is in R*, then U(R*) > U(R*;),
which means ¢ will get a non-negative utility; otherwise,
U(R*) = U(R*;), and thus, 7 will have zero utility.

Now, i’s payment can be defined as g; = U(R*) —
U(R*,;)+c;. For convenience, we use notation U_; (R*)
to denote U (R*) + ¢;. Therefore, i’s payment is

gi =U_i(R") - U(RL))

As we have discussed, the optimal routing path R* is
identified in the routing discovery stage. At that stage,
the only information available is the reported informa-
tion @, which is not necessary equal to real information
w. To discriminate the optimal path found in the route
discovery stage and the real optimal routing path, we use
notation R*(w) to denote the former path, and R*(w) to
denote the latter path.

Our approach uses a neighbor surveillance method,
which is executed during the packet forwarding stage, to
collect the true stability information. Thus, at the time
to compute the payment, the routing protocol can utilize
both real stability information and the reported informa-
tion w. In our payment scheme, i’s true stability is used
in the calculation of ’s payment.

To represent the properties of our two-stage routing
protocol: routing based on reported information and
payment based on true stability as well as reported in-
formation, we include one more parameter in the cal-
culation of the expected social welfare of paths R*(w)
and R*,(©), ie. U_;(R*(®),&% and U(R* (), ),
respectively, where &¢ denotes the cost and stability in-
formation profile, in which ¢ tells the truth. The com-
plete payment for intermediate node ¢ is

9i = U_i(R"(@),6") = U(R" (&), )

g; and u; are functions of information w. For brevity, we
use g; and u; to denote g;(w) and w; (&), respectively.

We use Fig. 2 to show how our payment scheme
works. In Fig. 2, we still assume node 5 lies on
its stability with value 1 instead of the real value 0.9.
Again, the optimal path we can find in the route dis-
covery stage is the lower path with maximum expected
social welfare 22.8. But when the routing protocol be-
gins to calculate node 5’s payment, it already has node
5’s real stability 0.9. Thus, the routing protocol can cal-
culate the expected social welfare when node 5 tells the
truth, which is 19.5. Therefore, the payment of node
51is 19.5 + 25.9 — 22.6 = 22.8. But node 5’s cost
25.9 > 22.8, thus node 5 will get negative utility and
will have no motivation to lie.

Our payment scheme is incentive compatible, effi-
cient, and individually rational. Due to the space lim-
itation, we omit the proofs of these properties.

4 A two-stage routing protocol
4.1 The route discovery protocol

In this subsection, we present an on-demand link
state based routing protocol in which the source initiates



a route discovery. In traditional link state based proto-
cols, information is spread through flooding techniques.
Initially, every node broadcasts its local network view
(the cost of each link and the stability of the node itself)
to every other node. At the end of this process, every
node has a global network view of the network (con-
sistent, up-to-date routing information). Here we adopt
a reactive version of the link state approach, assuming
(i, 4) exists if and only if (j,¢) exists.

1. Source sends out a flooding message.

2. Each intermediate node responds to the first request
by replying to the message and then forwarding it.

3. The globally directed flooding tree is formed rooted
at the source. The first requester becomes the par-
ent of the corresponding node.

4. Each node sends out its encrypted link state (cost
of each link and the stability of node itself) to its
parent node.

5. The source collects all link state information
through the reversed spanning tree, and then, ap-
plies the MaxUtility to determine the optimal path.

Our centralized implementation spreads local infor-
mation in a distributed manner, but computes the opti-
mal routing path at the source in a centralized way. It
requires every node to maintain local link state informa-
tion. The source is in charge of computing the optimal
path.

Initially, s broadcasts a request message RFE (), and
then collects all the AC K s from neighbors before time-
out and sets each of those neighbors as its C'hild. After
collecting the encrypted link states from all children, s
decrypts the link state, constructs a global network view,
and calls the MaxUtility.

Any node j (other than s) that receives REQ will
check if it is the first time to receive REQ. If so, j
will set the sender as the parent, send the sender ACK,
forward REQ), and set the timer to receive ACK.

If j receives an AC K from a neighbor before time-
out, it will add the neighbor to its C'hild. If j does not
receive AC'K before timeout, j will identify itself as a
leaf node of the flood tree. The leaf node j will encrypt
its link state and send the encrypted link state to its par-
ent.

If node j receives a link state message from its neigh-
bor, it will attach its neighbor’s encrypted link state to its
own link state. After attachment, the node will send the
new link state message to its parent.

The source will not calculate the payment for each
node until the end of the packet forwarding stage, in or-
der to reduce the effect of fabricated stability. In the
packet forwarding stage, we use a neighbor surveillance

mechanism to elicit the true value of stability, and com-
pare the true value with the reported value to determine
the unit payment received by each node.

4.2 The packet forwarding protocol

In this subsection, we present the protocol for the
packet forwarding stage. In the protocol, we utilize
the fact that when a selected forwarding node ¢ relays
a packet, its non-forwarding neighbor nodes will also
receive (overhear) the packet even if they are not the in-
tended receiver.

We can assume the existence of surveillant nodes,
such as clusterheads, in the ad hoc network. Also,
each clusterhead has a backup clusterhead. In this way,
each node, including clusterhead, has a constant num-
ber (no more than 12) of clusterhead neighbors, primary
or backup. We can use clusterheads only to surveil and
report.

To utilize the neighbor surveillance property, we de-
sign a mixed approach combining both a cryptographic
technique and an incentive method. The cryptographic
technique is applied to restrict the actions of the surveil-
lant nodes so that surveillant nodes can only submit or
drop the overheard information. We provide a bonus
to each valid overheard information, thus, surveillant
nodes do have motivation to submit the overheard in-
formation and cannot fabricate it.

We adopt a trusted credit center (TCC) to collect the
overheard information from non-forwarding nodes. To
save bandwidth and storage, instead of a packet itself,
the TCC accepts the digest of the packet as a receipt.
To motivate nodes to report receipts, the TCC provides
a bonus o for each valid receipt. We assume o is larger
than the cost ¢ of submitting a receipt. The surveillant
cost 12¢p can be integrated into the link cost ¢; ;4.1. The
source can find the optimal routing path based on the
modified expected social welfare.

Since submitting a receipt increases the utility of a
surveillant node, the surveillant node has motivation to
report receipts. But it is still possible for surveillant
nodes to fabricate receipts. To prevent fabricated re-
ceipts, each forwarding node ¢ will use a hash function
to generate a digest for each received packet, encrypt the
digest with a shared key between ¢ and the TCC to gen-
erate an encrypted receipt to be attached to the packet.
Because those surveillant neighbors of 2 do not know the
shared key, they cannot fabricate the encrypted receipt.

To help the TCC verify received receipts, the source
s will digest each packet before sending. After sending
all the packets, s will use the shared key between s and
the TCC to encrypt the set of digests, and submit the
encrypted digest to the TCC.

After the packet forwarding stage, each node can sub-
mit its collected receipts to the TCC. The TCC will de-
crypt the receipt set from s and receipts from intermedi-



ate node 7, and count the number of packets forwarded
by each forwarding node i, which is denoted as f;. Af-
ter collecting all the receipts, the TCC will inform the
source s of the value of each f;. s calculates the stabil-
ity t; based on t; = ff,l , where ¢ — 1 is ¢’s predecessor

on the selected routing path R*(w). By using stability
information, s can calculate each node’s payment based
on the payment calculation proposed in Section 3.

5 Discussion

In this paper, we have assumed that the number of
packets is large enough so that the observed stability can
be equal to the true stability. Even though the number of
packets is not large enough, we can adopt the link qual-
ity indicator [8], where the link stability can be measured
over the reception of a single packet in a realistic envi-
ronment. Node stability can be calculated based on the
link stability. However, we cannot use the VCG pay-
ment because, in practice, the observed stability is not
equal to the real stability but within the confidence in-
terval of the real stability. But we can use the first price
path auction approach [4] to deal with this problem.

In the first price path auction [4], each intermedi-
ate node on the selected path will be paid the amount
it bids (reported cost) during the route discovery stage.
Compared with the VCG mechanism, the first price path
auction does not require complicated computation and is
easy to implement, but it is harder to reach an equilib-
rium than the VCG mechanism. To enforce Nash equi-
librium in first price auction, the source can pay a bonus,
which increases as the bid decreases, to each intermedi-
ate node not on the optimal path so that the forwarding
node on the optimal path cannot report a cost value far
more than its real cost.

6 Conclusion

In this paper, we propose an incentive compatible
cost- and stability-based routing in ad hoc networks,
which integrates both partial delivery and partial pay-
ment in a unified framework. We embed our payment
scheme into our cost- and stability-based routing model
in an environment with selfish and unstable nodes. The
routing process is divided into two stages: the routing
discovery stage and the packet forwarding stage, and de-
fine a cost and stability reporting and collection scheme
in the routing discovery stage and a neighbor surveil-
lance scheme in packet forwarding stage. We prove that
our protocol is incentive compatible, efficient, and indi-
vidually rational under the assumption that the observed
stability is equal to real stability. As part of our future
work, we will study a different model, in which both
packet transmission and packet receiving consume en-
ergy for a mobile node. We will further enhance the

proposed model so that the source node’s interest could
be included.
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