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Abstract

Radio frequency identification (RFID) networks are an emerging type of network
that is posed to play an important role in the Internet-of-Things (IoT). One of the
most critical issues facing RFID networks is that of security. Unlike conventional
networks, RFID networks are characterized by the use of computationally weak
RFID tags. These tags come with even more stringent resource constraints than
the sensors used in sensor networks. In this chapter, we study the security aspects
of RFID networks and communications. We begin by introducing the main securi-
ty threats, followed by a discussion of various security mechanisms used to protect
RFID networks. We conclude by studying the security mechanism of an actual
large scale RFID deployment.

10.1 Introduction

Radio frequency identification (RFID) technology consists of small inexpensive
computational devices with wireless communication capabilities. Currently, the
main application of RFID technology is in inventory control and supply chain
management fields. In these areas, RFID tags are used to tag and track physical
goods. Within this context, RFID can be considered a replacement for barcodes.

RFID technology is superior to barcodes in two aspects. First, RFID tags can
store more information than barcodes. Unlike a barcode, the RFID tag, being a
computational device, can be designed to process rather than just store data.
Second, barcodes communicate using an optical channel, which require the careful
positioning of the reading device with no obstacles in-between. RFID uses a wire-
less channel for communication, and can be read without line-of-sight, increasing
the read efficiency.



The pervasiveness of RFID technology in our everyday lives has led to con-
cerns over whether these RFID tags pose any security risk. For example, consider
an RFID tag affixed to clothing, this type of tag contains information such as the
brand and model of the clothing. This type of information is used for inventory
purposes. A thief armed with an RFID reader can, however, use the same informa-
tion to select wealthy targets, which are more likely to wear more expensive
clothes, to pickpocket.

The future applications of RFID make the security of RFID networks and
communications even more important than before. The ubiquity of RFID technol-
ogy has made it an important component in the Internet-of-Things (loT), a future
generation Internet that seeks to mesh the physical world together with the cyber
world [13]. RFID is used within the 10T as a means of identifying physical ob-
jects. For example, by attaching an RFID tag to medication bottles, we can design
an RFID network to monitor whether patients have taken their medications. RFID
readers can be used to determine when medication bottles have been removed
from the medicine cabinet, this information can be combined with additional in-
formation, such as weight sensors that record the weight of medicine bottle, to in-
fer whether a patient has taken his medication. Such applications, while undoub-
tedly useful, opens the door to allow malicious entities to launch attacks like
determining what types of medication a person is taking.

Given the stakes, it is unsurprising that RFID security has attracted the atten-
tion of researchers. In recent years, there have been numerous RFID security pro-
tocols proposed, and new RFID vulnerabilities discovered. The difficulty in secur-
ing RFID lies in the resource constraints of the RFID tags, which makes it
impossible to adopt existing security solutions from other fields such as mobile
computing or wireless networking, onto RFID networks.

This chapter studies the security of RFID networks. We first discuss some
background on RFID networks, followed by an introduction to main RFID threats.
We then review and analyze some basic RFID security protocols, followed by a
discussion on more advance attacks and defense. Finally, we discuss the security
of industry standard RFID protocols.

10.2 RFID Network Primer

An RFID network consists of three basic components: RFID tags, RFID readers,
and backend servers. In an RFID network, each RFID tag contains small amounts
of information which are affixed to physical objects. RFID readers read the infor-
mation from these tags as the physical object moves around a given area. The in-
formation is then transmitted from the readers to backend servers for processing to
service higher level applications. Fig. 10.1 shows the interactions between the
three components.



Fig. 10.1 shows that all interactions are reader driven. The RFID tag never in-
itiates any communications. The RFID reader can be configured like a WiFi
access point (AP) beaconing to periodically broadcast a query to read tags in the
vicinity, or the query can be manually triggered. The communication channel be-
tween the RFID reader and the backend server can be either wired or wireless, and
is assumed to be secure. We also assume that some access control policy is in
place to regulate reader access to the backend server. The channel between the
reader and the tag is assumed to be insecure. The majority of RFID security re-
search is focused on securing this wireless channel.
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Fig. 10.1 Basic interaction between the components. Dashed line indicates optional opera-
tions. There can be multiple interactions between the reader and tag in the “Instructions”
command, as denoted using double headed arrows.

The two optional operations, shown the Fig. 10.1, are generally used when the
reader needs to write any information onto the RFID tag. To protect the integrity
of the RFID tag data, writing to the tag’s memory typically requires some sort of
password which is stored in the backend servers.

An example of an RFID network is an RFID-enabled hospital. Patients are giv-
en a unique RFID tag to wear. The tag contains the patient’s unique ID. RFID
readers installed throughout the hospital can track the movement of patients
through the reading of the tag IDs. In addition, medical treatments (e.g., blood
bags, pills, etc.) are also embedded in RFID tags. The backend servers will asso-
ciate a patient’s RFID tag ID with the appropriate treatments, and a nurse will
scan all the tags before administrating treatments.



10.2.1 RFID reader characteristics

The RFID network may consist of both mobile and static RFID readers. The mo-
bile reader combines a processing unit and antenna together, and resembles a
smartphone type device. The processing unit is used to communicate with the
backend server and issue commands to the antenna. The antenna is used to broad-
cast and receive messages. A user will aim the reader at a set of RFID tags to
query them. Information from the mabile reader can be transmitted to the backend
servers wirelessly. A static RFID reader has the antenna permanently positioned at
a specific location (i.e. entrance to a specific hallway). Multiple antennas may
share a single processing unit, and these antennas are connected to the processing
unit via wired channel.

We usually do not make a distinction between the antenna and the processing
unit in RFID security literature. They are both simply referred as “RFID reader”.
However, this distinction can be important for performance reasons where angles
of the antennas matter.

The purpose of the RFID reader is to communicate with RFID tags, and send
the information back to the backend servers. Besides, the reader is responsible for
regulating tag responses. One of the limitations of the RFID tag is that the tag
cannot perform carrier sensing. Instead, the RFID reader acts as a coordinator to
regulate tag communications. Most RFID security protocols however ignore this
function and simply assume that there is only a single reader querying a single tag.

10.2.2 RFID tag characteristics

Each RFID tag contains a unique identifier (id). Once a tag is affixed to a physical
object, the id becomes a representation of that object.

Types of RFID tags. There are three general types of RFID tags, active, semi-
active, and passive RFID tags.

o Active tags. This type of RFID tag contains an internal battery which is used to
let the tag perform more complex operations, such as monitor temperature, as
well as boost the communication with an RFID reader. The communication
range of an active tag can be over 100 meters. An active tag is the most power-
ful type of RFID tag, and is also the most expensive.

¢ Semi-active tags. This type of tag also contains an internal battery, but unlike
an active tag, the battery is only used for the tag’s internal operations, and not
for communication. A semi-active RFID tag relies on RFID reader to supply
the necessary power for communication. Note that semi-active tags are some-
times known as semi-passive tags.



e Passive tags. This type of RFID tag have the lowest cost (pennies per tag), and
unsurprisingly, are the most prevalent type of RFID tags. A passive tag has no
internal batteries, and relies on the RFID reader to supply the power needed to
perform all tag operations and communication. In the rest of this chapter, our
focus is on this type of tags.

Communication range. The conventional range of the tag can range from several
centimeters, for RFID tags operating in the 13.56 Hz, to over a dozen meters for
RFID tags operating in the 902-928 MHz. Due to the physical characteristics of
the reader and tag, the signal being passed from the reader to the tag is stronger
than that from the tag to the reader. This means that for certain operations like ea-
vesdropping, it will be easier to hear the RFID reader’s commands than it is for
the tag’s response.

In terms of security, however, we cannot rely on the conventional communica-
tion range. Determining the RFID tag communication range for security purposes
is difficult for two reasons. First, RFID tag responses are sensitive to environmen-
tal conditions. Reading an RFID tag on credit card in a purse placed in a handbag
is very different from reading a tag placed on a store shelf. Second, when launch-
ing an attack, the adversary can use non-standard equipment that is more powerful
than regulation equipment. There have been experiments on querying RFID tags
in “realistic” environments (tag placed in a person’s wallet), but such experiments
are limited by the use of conventional equipment [28].

Computational ability.  Despite having no battery power, passive RFID tags do
exhibit a wide range of capabilities. RFID tags contain limited amounts of persis-
tent storage capacity, and the storage on a tag can be read-only, write-once, or
multiple writes. The difference between a read-only and a write-once tag is that
for a read-only tag, the initial information is usually stored when the tag is manu-
factured and not transmitted by a RFID reader. The distinction between tags that
support multiple writes and those that do not is important for RFID security, since
some protocols require authorized readers to change the stored data after every
successful read. Current commercial RFID tags can perform functions such as
matching bit strings, exclusive-ORs, generate random numbers, cryptographic
hash functions, and symmetric key operations. Within RFID security research,
there is work on designing security solutions that do not use these functions. For
instance, there are protocols that use only hash functions, or do not use random
number generators. The reason is that engineering more functions will increase the
cost of the tag, and using weaker tags are cheaper. Table 10.1 lists the capabilities
of a sample RFID tag.

Table 10.1 Sample RFID tag security capability.

Type of tag  Security capabilities




Low end? 32-bit access and kill password. The kill password is used to render the RFID tag
non-responsive to further RFID reader queries.

64-bit fixed ID value. ID assigned at time of manufacture, and cannot be
changed. Used for certain counterfeit tracking operations.

High end? 64-bit mutual authentication protocol (proprietary).
Stream encryption capabilities (proprietary).

Support multiple passwords for fine grain access control. Different memory loca-
tions can require different passwords to access.

10.3 Security Requirements

The challenges in security RFID networks lie in securing the operations involving
RFID tags. This is because the severe resource limitations of tags make it difficult
to implement conventional security mechanisms. RFID readers and backend serv-
ers on the other hand, can be secured using existing security techniques. In this
section, we begin by examining the key RFID security requirements, followed by
more specific requirements for certain RFID applications.

There are three key RFID security requirements: prevent unauthorized access,
prevent illicit tracking, and prevent or detect skimming. These form the basic re-
quirements for most RFID applications.

1. Prevent unauthorized access. There are two ways which unauthorized access
can occur. The first is when an unauthorized RFID reader queries and obtains
usable information such as the tag ID from the RFID tag. RFID tag design re-
quires the tag to respond to any query. Any reader can query the tag and get a
response. Preventing unauthorized access refers to allowing only authorized
readers to obtain usable information. The second way which unauthorized
access can occur is via eavesdropping. An adversary obtains usable information
by observing the over-the-air communications between a legitimate reader and
atag.

2. Prevent illicit tracking. This requirement addresses one of the main privacy
concerns over the use of RFID technology. Illicit tracking exploits the fact that
RFID tags always respond to reader’s query. An adversary that queries and ob-
tains the same tag response at multiple locations can infer that the same tag has
visited those locations. Since RFID tags are affixed to physical objects, for in-
stance clothing, this implies that the same person has visited those locations.
Note that satisfying the first requirement does not automatically satisfy this re-
quirement. A tag that returns a constant, encrypted response will prevent unau-

1 Based on EPC Class 1-Gen 2 standards and Alien Technology ALN-9640 tags.
2 Based on Atmel ATA6286 CryptoRF tag.



thorized access, since the adversary cannot determine the tag contents. Howev-
er, the constant ciphertext can be used to perform illicit tracking.

3. Prevent or detect skimming. Skimming is an attack whereby the adversary ob-
serves the interactions between a legitimate RFID reader and a tag, and tries to
create a fake RFID tag that mimics a real one. The adversary succeeds when his
fake tag can pass off as a real tag. Skimming is a concern when RFID is used to
authenticate documents such as driver licenses or passports. For instance, an
adversary that tries to create a fake drivers license may attempt to observe the
interactions of an RFID tag embedded in a legitimate drivers license to create
his fake RFID tag. Generally, the adversary performing a skimming attack does
not have physical access to the RFID tag.

In addition to the key requirements listed above, there are more specific securi-
ty requirements that are important for certain applications. Applications that
transfer ownership of the tag, either temporarily or permanently will require that
the previous owner of the RFID tag can no longer access the data stored in the tag.
This requirement is known as secure ownership transfer. A related requirement is
forward-security. This requirement means that an adversary that learns of an RFID
tag secret, for instance, by physically compromising the tag, cannot determine
previously encrypted information from that tag. Secure RFID search is used when
a user wishes to locate a particular tag from a large collection of RFID tags. The
requirement of a privacy-preserving RFID search is to ensure that searching does
not leak information about the RFID tag.

There are two advance requirements that cannot be easily solved using the so-
lutions address on the basic requirements.

1. Defend against Mafia fraud. This is a relay-type attack where the adversary
deploys a fraudulent reader and tag. The fraudulent reader will query the real
RFID tag, and then relay the information to the fraudulent tag to replay to a le-
gitimate reader. Defense against this type of attack is needed for applications
that use RFID tags for access control purposes (e.g. opening a car door), or for
payment applications like credit cards.

2. Grouping proofs. A grouping proof requires the RFID reader to prove that a
set of RFID tags were read at the same time and location. For instance, a pa-
tient may be required to take three types of medications at the same time. The
nurse with a mobile RFID reader can generate a grouping proof that captures
all three RFID tags (affixed to the medication containers) were present at the
same time to prove that the patient was correctly medicated.



10.4 Hardware Based Solutions

A straightforward solution to provide security is to physically disable the RFID
tags. The idea of a “clipped tag” was proposed where the RFID tag was designed
to allow the user to separate the RFID chip (contain the tag data) from the tag an-
tenna (used to power the chip) [24]. This way, no RFID readers can query the tag,
and thus making it secure. Later work improved upon this idea by allow the
clipped tag to continue to be read by an RFID reader, but at a much shorter dis-
tance [32]. This approach resolves the key RFID security requirements by forcing
adversary to be physically very close to the RFID tag to read any data, which
makes such attacks easily detectable.

An important argument against disabling the RFID tag is that the process is ir-
reversible. Instead, an alternative is to design a special device to disrupt the RFID
operations, which a user can carry with them. This idea was first proposed by Ju-
els et.al. in the form of a blocker tag, a special RFID tag which can be pro-
grammed to block certain tag IDs that the user considers sensitive [23]. The
blocker tag is also a passive RFID tag. Feldhofer et. al. proposed a watchdog type
device to alert users when a RFID reader is querying their tags [11]. Later work by
[36] developed a more powerful battery operated device, the RFID Guardian, that
intercepts the RFID reader’s signal and only allow signals from authorized readers
to reach the tag. Since the adversary never gets any response from the RFID tag,
the guardian provides the needed security requirements.

Hardware based solutions, while being an important component in RFID secu-
rity research, are less popular than protocol based solutions. There are several
possible reasons for this. First, hardware type solutions tend to be more expensive
due to the use of external devices. Second, such solutions can potentially disrupt
operations of other RFID tags belonging to other users, which make it more diffi-
cult to gain acceptance. Finally, when RFID tags were initially deployed, there
were concerns that tag manufacturers may be unwilling to engineer security pro-
tections into the tag since this will increase their manufacturing cost. Hardware
based solutions are practical in that context since they do not rely on the tag manu-
facturers. In recent years however, public awareness over security RFID appear to
have led to the deployment of more secure RFID tags, making hardware based so-
lutions less attractive.

10.5 Basic Protocol Based Solutions

Protocol based RFID solutions rely on the RFID tags performing certain opera-
tions to provide the key security requirements to prevent unauthorized access,
tracking, and skimming.



10.5.1 Different RFID Protocols

There are too many RFID protocols in the literature to be included in this chapter.
Instead, we attempt to categorize them based on the focuses of these protocols,
and highlight just a few works in each category. We have elected to avoid discuss-
ing RFID protocols designed from specialized applications such as banknotes [20]
or supply chains [7]. A good resource for the latest updates can be found in [2].

Improving backend performance.  One approach lies in improving the perfor-
mance of the backend server. From Fig. 10.2, we see that the backend server needs
to try all (s:id) pairs to determine the correct secret s to use in order to obtain the
tag id. The reason that the RFID tag does not inform the backend server which
secret s to use is to defend against illicit tracking. As a result, the RFID tag has to
output a different random value each time it is queried. A more detailed analysis
of protocols designed to alleviate the bottleneck can be found in [1].

One example of such protocols is a time-based solution proposed by [40]. The
intuition is to let the backend server maintain a lookup table associated with the
tag secret that is hashed with a timestamp, (h(s,t):id). The backend server can pre-
compute this table each time t. Each time the reader queries the tag, the reader will
send the timestamp t, and the tag will respond with h(s,t). This way, the backend
server can obtain the corresponding id immediately using the lookup table. Later
work by [9] and [39] improves on this approach.

Using lightweight primitives. In Fig. 10.2, the RFID tag uses a hash function h()
to protect its response. Given the hardware limitations of the RFID tag, an area of
RFID research attempts to design solutions that do not use hash functions or
symmetric keys to provide security. One popular approach is generally known as
HB family of protocols which is after the authors [16]. The HB family of proto-
cols uses scalar products and exclusive-ors to design their protocols. Work by [21]
first proposed HB protocols that defend against different RFID attacks. A general
survey of the HB family can be found in [35].

Generating random numbers.  RFID protocols make extensive use of random
numbers. A weak source of random numbers will allow the adversary to launch
tracking. The use of random numbers to defend against tracking depends on the
quality of the random number generated by the weak RFID tag. Work by Holcom
et al. [15], J.Melia et al. [18], and Peris et al. [34] explores this problem in further
detail.
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10.5.2 A Detailed Look at a Simple RFID Protocol

Here we introduce a protocol modified from Tan et al. [37] to illustrate how a pro-
tocol based solution provides key RFID security requirements. Table 10.2 lists the
notation used in this chapter. Fig. 10.2 illustrates the protocol.

Table 10.2 Notations used.

nt Random number generated by RFID tag

nr Random number generated by RFID reader
S RFID tag secret

id RFID tag id

h() Cryptographic hash function

t Timestamp

Backend server RFID reader RFID tag

—_— o

Query, nr

nt,h(s,nrnt) XOR id

nr, nt,h{s,nnnt) XOR id

Test each ( s:id )
pairto get id.

Fig. 10.2 Basic protocol that defends against key RFID security requirements. Modified
from Tan et al. [38]. Random numbers from the reader and the tag are denoted as nr and
nt respectively. The variables s and id denote the RFID tag’s secret and id. Each tag has a
unique secret and id that is assigned by the backend server. A conventional hash function
is denoted as h().

From the protocol shown in Fig. 10.2, we see that when the reader queries the
tag, the reader will first transmit a random number, nr, to the tag. The RFID tag
will respond by first generating its own random number, nt, and then compute a
response to protect its tag id using h(s,nr,nt) XOR id. The reader then re-directs the
tag’s response, together with the random number it chose, to the backend server.
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The role of the backend server is to determine the id of the RFID tag. Since the
backend server is responsible for all the RFID tags, it maintains a list of all tag se-
cret to tag id pairs (s:id). Upon receive the message for the RFID reader, the back-
end server will know the two random numbers nt and nr chosen by the tag and
reader respectively. From the list of (s:id) pairs, the backend server will hash the
secret s to generate h(s,nr,nt) and XOR that against the response by the RFID
reader, i.e. h(s,nr,nt) XOR h(s,nr,nt) XOR id. If the result matches the id in the list,
the backend server will have determined the tag id. Otherwise, the backend server
will continue to the next pair.

10.5.3 Security analysis

Here we will analyze how the basic protocol in Fig. 10.2 meets the key RFID se-
curity requirements.

The first requirement is to prevent unauthorized access to the RFID tag infor-
mation. We first consider an unauthorized reader querying the tag. The adversary
will issue its own random number nr, and receive nt, h(s,nr,nt) XOR id from the
tag. Since the backend server will not respond to the adversary, the adversary now
has to determine id without any help from the backend server. The adversary suc-
ceeds if he is able to determine id from nt, h(s,nr,nt) XOR id. In order to get back
id, we need to XOR with h(s,nr,nt) using the correct s value, but the adversary on-
ly knows nr and nt, and not s. Thus, the adversary is unable to obtain id. Since the
protocol uses a conventional hash function such as SHA, the adversary cannot ob-
tain s from h(s,nr,nt). The adversary can attempt to guess the value of s, but this
can be defended against by using large enough values of s.

Another method of unauthorized access is for the adversary to be eavesdrop-
ping when a legitimate reader is querying a tag. Since the wireless channel be-
tween the reader and tag is assumed to be insecure, the adversary is able to learn
nr, nt, and h(s,nr,nt) XOR id. These pieces of information are similar to that ob-
tained when the adversary queries the tag directly, which yields no useful informa-
tion to the adversary.

The second requirement is to prevent illicit tracking. In this attack, the adver-
sary needs to determine whether two tag responses belong to the same RFID tag.
From Fig. 10.2, we see that the RFID tag has two pieces of information that re-
mains constant, the tag id and tag secret s. However, each time the tag replies to a
query, the tag will select a different random number, nt, and thus, the resulting
h(s,nr,nt) XOR id will always be different for every response. This prevents any il-
licit tracking, since the adversary is unable to determine whether two responses
are from the same RFID tag or not. This defense remains valid even if the adver-
sary can select its own nr value.

The third key requirement is to prevent or detect skimming. The adversary
launching a skimming attack will observing the responses of a real RFID tag in at-
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tempt to create a fake tag that can pass off as a real tag. In the basic protocol, the
adversary is able to observe the return value of nt, h(s,nr,nt) XOR id, However, it
is unable to learn s or id based on the response. The adversary thus can only store
h(s,nr,nt) XOR id directly into a fake RFID tag. This skimming attack will be de-
tected when a legitimate reader queries the RFID tag. The legitimate reader will
issue its own random number, which we denote as nr’ to distinguish from the ear-
lier nr observed by the adversary. Since the fake tag does not know s or id, the
fake tag can only return h(s,nr,nt) XOR id, and not the correct h(s,nr’,nt) XOR id.
Since the backend server will attempt to test using nr’ and not nr, this leads the
backend server unable to find a correct (s,id) pair. Thus the skimming attack is de-
tected.

10.6 Advance Protocol Based Solutions

Beyond the key RFID security requirements, there are some other RFID security
requirements. This section discusses some protocols that address these require-
ments. Note that the protocols presented here may not necessary meet all the key
security requirements because these advance protocols are generally designed to
address specific issues or applications.

10.6.1 Defending against Mafia fraud

The mafia fraud has emerged as a challenging problem for RFID applications.
This type of attack cannot be defended by the protocols mentioned earlier because
a legitimate RFID reader is accessing data from a legitimate RFID tag. In other
words, this type of attack can still work even if both the reader and the tag authen-
ticate each other. This is illustrated using the basic protocol shown in Fig. 10.2.

Consider an application which uses RFID tag to open a door. The RFID reader
will first read the tag and then transmit the information to the backend server.
Once the backend server verifies the tag is legitimate, the door will open. To
launch a mafia fraud attack, the adversary will first be in close proximity with a
person holding a legitimate RFID tag. We refer to this person as the target. The
adversary’s accomplice will be standing near to the door. When the legitimate
RFID reader issues a query, the adversary’s accomplice will relay this message to
the adversary, who will in turn issue it to the target’s RFID tag. The target’s RFID
tag will respond to the adversary, who will then relay this back to his accomplice
to transmit to the RFID reader. Since the RFID reader obtains the response from a
legitimate RFID tag, the door will open and the adversary can gain access. There-
fore the choice of protocol does not defend against this type of attack.
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The intuition behind the defending against a mafia fraud is to accept an RFID
tag’s response if it is both valid and timely. Since the wireless transmission speed,
the RFID tag computational time, and distance between the reader and tag are
known, the RFID reader can estimate the amount of time needed to receive a re-
sponse. If the arrival of the RFID tag response is late, the reader can deduce the
distance travelled is longer than what is allowed, and thus reject the tag answer.

RFID reader RFID tag

—_—

nr

nt

1. Compute h{s,nr,nt)

2. Compute k random 2. Split result into two.

1. Compute h{s,nr,nt) ‘

bits C1,...,Ck e.g. his,nrnt)=x|Y
] ]
Start timer >
If Ci=0, Al = Xi
IfCi=1, Al =Yi
% - Al
Stop timer €
Check correctness
and time.

Fig. 10.3 Distance bounding protocol from Hancke et al. We assume that the reader al-
ready knows the tag secret s. We retain the notation from Table 10.2. X and Y are the bit-
string resulting from dividing h(s,nr,nt) into two. The protocol will repeat itself until Ck is
transmitted from the reader to the tag. The variable k is a system defined parameter.

One of the main solutions against the mafia fraud is from Hancke et al. [14]
and is shown in Fig. 10.3. We assume the system will define a maximum distance
d, over which the reader is not suppose to authenticate a tag. In the protocol, we
see that both reader and tag exchange random numbers. Assuming that the reader
knows the tag secret s, both entities can compute h(s,nr,nt). The tag will split this
result into two queues, X and Y. At the same time, reader than generates a k bit
challenge, C1,...,Ck, where k is a system defined parameter. The idea is that the
reader will challenge the tag by sending over a bit Ci. If the Ci is 0, the tag will set
Ai to the bit from queue X, and vice versa. The reader will keep the time it takes
from sending Ci and receiving the Ai. A legitimate RFID tag that is within the ap-
proved distance will respond within the allocated time limit. A legitimate RFID
tag that is further away will take a longer time to respond, due to the longer dis-
tance travelled, and thus is detected. More recent work on this topic can be found
in [4] and [27]. An interesting idea of doing distance bounding for a group of
RFID tags instead of just two tags has been proposed by Capkun et al. [8].
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10.6.2 Grouping proofs

Grouping proofs are required for a reader to prove to the backend server that a set
of RFID tags are physically close to each other. This type of proof typically re-
quires a more advanced RFID tag that is able to maintain an atomic counter and a
countdown timer. Each time an RFID tag is queried, the RFID tag will increment
its counter after its timer expires. This is an atomic operation that cannot be dis-
rupted. The intuition is for the reader to query each RFID tag one after the other to
collect the responses to generate a proof before the timer expires.

RFID Tag 2
r===x
1 |
Step 1 jal la:ll a2
—————— I

[
|
A SE i:z,i JAY

RFID Tag1 I a3 I, “S—
: — RFID Step 3
I >! Reader
m 1
N e = - -
Step 4

Fig. 10.4 Grouping proof for 3 RFID tags. After Step 4, the reader generates the proof,
which is then transmitted to the backend server for verification. Steps 1 to 4 have to be
completed before the RFID tag timer expires.

Fig. 10.4 illustrates a grouping proof from Bolotnyy et al. [5]. The proof is to
demonstrate that RFID Tag 1, Tag 2, and Tag 3 are present at the same time. To
generate the proof, the reader will first query the first tag, Tag 1, and receive al
where al={id1, c1, h(sl,c1)}. At this point, the timer for Tag 1 has started. The
reader will continue to send al to Tag 2 and receive a2 back (Step 2). The value of
a2 is {id2,c2,h(s2,c2,al)}. The reader will send a2 to Tag 3 and get back a3 (Step
3), which is {id3,c3,h(s3,c3,a2)}. At this time, the reader has collected responses
from all the tags, and will send a3 back to the first tag, Tag 1. This has to be done
before Tag 1’s timer expires. If the reader is successful, the reader will obtain the
message m, where m=h(al,a3,s1). RFID Tag 1 will not respond if the timer ex-
pires. The reader will then submit the proof p to the backend server for verifica-
tion, where p = {id1,id2,id3,c1,c2,c3,m}. Since the backend server knows the se-
crets for each of the ids, the backend server can determine whether c1, c2, ¢3, and
m are valid.

We can see that if the RFID reader does not complete the proof in time, the
reader will be unable to return the correct m value to the backend server because
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computing m requires s1, which is only known to the Tag 1 and the backend serv-
er. The reader also cannot reuse old values such as al, a2, or a3, since the counter
value for each tag will increment each time, creating an incorrect m value. Group-
ing proofs are also known as “yoking-proofs”, which was first proposed by Juels
[19], which as limited to 2 tags. More recent work by Burmester et al. [6] and Tan
et al. [37] improves on this concept.

10.7 Commercial RFID Security

In this section, we turn our focus to commercial RFID security solutions. Details
regarding commercial RFID systems are often difficult to come by, since compa-
nies are reluctant to release information publically. Despite this, researchers have
been successful in reverse engineering some RFID products. Recent work by
Garcia, et al. [12], Kasper et al.[25], and Nohl, et al. [33] have demonstrated vul-
nerabilities in some commercial RFID systems.

Here, we consider the security mechanisms for RFID enabled passport (ePass-
port). Since passports have to be interoperable among various airports globally,
documentation on the security mechanisms is available.

10.7.1 Background on RFID-enabled Passports

The standards for RFID-enabled passports are maintained by the International
Civil Aviation Organization (ICAO), which maintain, among other things, the pro-
tocols needed to access the RFID tag embedded within passports. Since our focus
is on RFID systems, we limit our discussion to the common interaction between
the RFID reader and the tag. Details such as maintaining public key infrastructure
(PKI) and RFID reader revocation are omitted. Interested readers can obtain more
information from International Civil Aviation Organization documentation [17].

Step 1. Optional Step 2. Mandataory Step 3. Optional

Basic access
Control (BAC)

Passive Active

=, Authentication Authentication

Enhanced access
Control (EAC)

Fig. 10.5 Basic steps when RFID reader queries the RFID tag in the passport. At the end of
Step 3, the RFID reader will determine whether the tag is valid or not.
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The RFID tag within the passport contains data relating to the passport holder,
for instance, the height or photograph of the passport holder. Since the RFID tag
has limited storage capacity, a hashed result of such information is stored in the
RFID tag. The basic steps for verifying a passport is given in Fig. 10.5. These
steps are performed, for instance, at the immigration counter at an airport.

The first step is supposed to regulate access to the data contained within the
RFID tag. There are two types of access control, the basic access control (BAC)
and the extended access control (EAC). According to Chothia et al. [10], most
passports already implement BAC. We will focus our discussion on BAC in the
next subsection.

The second step in the verification process is mandatory. The purpose of pas-
sive authentication is to verify that the data contained within the RFID tag is valid.
When the passport is first issued, information about the passport holder is hashed
and signed with a secret key that is associated with the country who issued the
passport. In the passive authentication step, the hashed data and signatures are ve-
rified using the public key associated with the country.

The last step, active authentication, is needed because Step 2 only verifies that
the data contained in the RFID tag is genuine. It does not indicate that the passport
itself is legitimate. The reason is that an adversary could skim the data off the real
passport, and stored it into the RFID tag of a fake passport. In Step 3, the RFID
tag itself is authenticated. Performing step 3 requires the RFID tag to perform pub-
lic key operations. In active authentication, the RFID reader will send a random
number over to the RFID tag, which will then digitally sign the number and return
the signature to the reader. Active authentication is also optional process.

A passport that only implements the mandatory passive authentication does not
satisfy the three key RFID security requirements discussed earlier. From Interna-
tional Civil Aviation Organization document [17], the motivation for implement-
ing BAC is to prevent skimming and eavesdropping. Even though preventing illi-
cit tracking is not a stated goal of BAC, we will see in the later security analysis,
BAC also protects against tracking.

10.7.2 Basic Access Control Protocol

An RFID tag that runs BAC has to be able to perform symmetric key operations.
The tag will store two symmetric keys permanently, Kenc and Kmac. These two
keys are computed when the passport is first issued to the passport holder. The
goal of BAC is to allow the RFID reader and the RFID tag to eventually derive a
session key KSenc and KSmac to encrypt future transactions.

In the basic RFID protocol introduced earlier, a challenge in RFID protocols is
to efficiently determine which secret is associated with a particular tag. A similar
problem is encountered here, where the RFID reader has to determine which Kenc
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and Kmac belongs to the passport. The RFID enabled passport overcomes this
problem by computing Kenc and Kmac using a function of

<Passport number, Passport holder’s date of birth, and Passport’s Expiry date>

All passports must contain these three pieces of information. The reasoning is
that these information can be easily obtained when a passport holder gives his
passport to immigration personal for verification, upon which the RFID reader can
obtain Kenc and Kmac. Assuming that the RFID reader now posses Kenc and
Kmac, Fig. 10.6 shows the rest of the BAC protocol.

=

RFID reader RFID tag

Query

5

Execute Step A

XrYx

Execute Step B

Xt,Yt

”
€

‘ Execute Step C |

‘ Execute Step D ‘

U U

Fig. 10.6 Basic Access Control (BAC) for passport RFID tag.

After the RFID reader issues a query, the tag will respond with a random num-
ber nt. The reader will execute Step A, which consists of the following substeps.

1. Generate 2 random numbers, nr and kr.
2. Compute Zr = nrint|kr
3. Compute Xr|Yr, where Xr=E(Zr,Kenc) and Yr = h(Xr,Kmac)

After the tag receives Xr|Yr, the tag will execute Step B. In this step, the tag
will first verify Yr using Kmac, and then decrypt Xr to obtain Zr. The tag will
check whether the nt value in Zr is the same as the value transmitted earlier. The
tag will only continue executing if this nt matches. The tag will finally compute
Xt|Yt as follows.

1. Generate random kt
2. Zt = nt|nr]kt
3. Compute Xt|Yt, where Xt=E(Zt,Kenc) and Yt = h(Xt,Kmac)
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Upon receiving Xt|Yt, the reader will execute Step C. Here, the reader will first
verify that Yt is valid using Kmac, and then decrypt Xt, and check whether the nt
value contained within Zr is the same value it transmitted earlier.

Finally, in Step D, both the reader and tag will compute the session keys KSenc
and KSmac using the value of Kr XOR Kt as seed. Subsequent communications
between the reader and tag will be protected using KSenc and KSmac.

10.7.3 Security Analysis

A passport that only implements passive authentication does not meet the three se-
curity requirements. There is no access control mechanism, and thus any reader
can query the tag and obtain the same information. Since the information returned
by the passport is uniquely tied to the passport holder, passive authentication does
not prevent illicit tracking. Finally, there is no protection against skimming. The
adversary can simply query the tag, and then store the response from one passport
onto another, to create a fraudulent passport.

The use of BAC can partly address these problems. Let us assume that the ad-
versary does not have the information of Kenc and Kmac, i.e. the passport number,
date of birth, expiry date of the passport is unknown to the adversary. The adver-
sary querying the tag will be unable to get further than Step B (Fig. 10.6), since
the adversary cannot return the Xr,Yr values. Since all reader and tag communica-
tion is encrypted with Kenc, the adversary learns no information through eave-
sdropping. lllicit tracking requirement is satisfied because the tag returns a differ-
ent nt each time it is queried. Finally, since the adversary does not know Kenc and
Kmac, a fake tag created by the adversary will be detected by a legitimate RFID
reader.

Early work by Juels et al. [22] indicated the security pitfalls of implementing
only passive authentication on passports, and advocated the use of BAC regardless
of its limitations (early RFID enabled passports did not have BAC). More recent
works have found practical security vulnerabilities for passports from specific
countries [3]. BAC relies on the adversary being unaware of Kenc and Kmac, and
work by Liu et al. [29] demonstrated such attacks. A practical tracking attack has
been proposed by Chothia et al. [10] which can possibly be used to track passports
based on the country of origin.

10.8 Conclusion

In this chapter, we studied the problem securing RFID networks and communica-
tions. The chapter focused on the weakest link, which is between the RFID reader
and the RFID tag.
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We described the characteristics of each of the components that make up an
RFID network, and then categorized the security requirements for an RFID net-
work. We first studied hardware based solutions to address these requirements.
Then, we studied the more conventional protocol based approach towards RFID
security. We studied protocols that can address the basic security requirements of
preventing unauthorized access, illicit tracking, and skimming. We then turned our
attention to security protocols that provide more advance security requirements of
preventing mafia attack and providing grouping proofs. Finally, we concluded by
studying a commercial RFID security protocol, the basic access control standard,
used in passports.

We believe that RFID security will continue to be an important research area in
the future as RFID is used in more critical applications. This chapter summarizes
some of the key research in the security of RFID networks and communications,
and we hope that our work can be used as a building block for future investiga-
tions into this problem.
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