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Abstract—Message authentication is one of the most effective ways to thwart unauthorized and corrupted messages from being
forwarded in wireless sensor networks (WSNSs). For this reason, many message authentication schemes have been developed, based
on either symmetric-key cryptosystems or public-key cryptosystems. Most of them, however, have the limitations of high computational
and communication overhead in addition to lack of scalability and resilience to node compromise attacks. To address these issues, a
polynomial-based scheme was recently introduced. However, this scheme and its extensions all have the weakness of a built-in
threshold determined by the degree of the polynomial: when the number of messages transmitted is larger than this threshold, the
adversary can fully recover the polynomial. In this paper, we propose a scalable authentication scheme based on elliptic curve
cryptography (ECC). While enabling intermediate nodes authentication, our proposed scheme allows any node to transmit an unlimited
number of messages without suffering the threshold problem. In addition, our scheme can also provide message source privacy. Both
theoretical analysis and simulation results demonstrate that our proposed scheme is more efficient than the polynomial-based
approach in terms of computational and communication overhead under comparable security levels while providing message source

privacy.

Index Terms—Hop-by-hop authentication, symmetric-key cryptosystem, public-key cryptosystem, source privacy, simulation, wireless
sensor networks (WSNs), distributed algorithm, decentralized control

1 INTRODUCTION

MESSAGE authentication plays a key role in thwarting
unauthorized and corrupted messages from being
forwarded in networks to save the precious sensor energy.
For this reason, many authentication schemes have been
proposed in literature to provide message authenticity
and integrity verification for wireless sensor networks
(WSNs) [1], [2], [3], [4], [5]. These schemes can largely be
divided into two categories: public-key based approaches
and symmetric-key based approaches.

The symmetric-key based approach requires complex
key management, lacks of scalability, and is not resilient
to large numbers of node compromise attacks since the
message sender and the receiver have to share a secret
key. The shared key is used by the sender to generate a
message authentication code (MAC) for each transmitted
message. However, for this method, the authenticity and
integrity of the message can only be verified by the node
with the shared secret key, which is generally shared by a
group of sensor nodes. An intruder can compromise the
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key by capturing a single sensor node. In addition, this
method does not work in multicast networks.

To solve the scalability problem, a secret polynomial
based message authentication scheme was introduced in
[3]. The idea of this scheme is similar to a threshold secret
sharing, where the threshold is determined by the degree of
the polynomial. This approach offers information-theoretic
security of the shared secret key when the number of mes-
sages transmitted is less than the threshold. The intermedi-
ate nodes verify the authenticity of the message through a
polynomial evaluation. However, when the number of
messages transmitted is larger than the threshold, the poly-
nomial can be fully recovered and the system is completely
broken.

An alternative solution was proposed in [4] to thwart the
intruder from recovering the polynomial by computing the
coefficients of the polynomial. The idea is to add a random
noise, also called a perturbation factor, to the polynomial so
that the coefficients of the polynomial cannot be easily
solved. However, a recent study shows that the random
noise can be completely removed from the polynomial
using error-correcting code techniques [6].

For the public-key based approach, each message is
transmitted along with the digital signature of the mes-
sage generated using the sender’s private key. Every
intermediate forwarder and the final receiver can authen-
ticate the message using the sender’s public key [7], [8].
One of the limitations of the public-key based scheme is
the high computational overhead. The recent progress on
elliptic curve cryptography (ECC) shows that the public-
key schemes can be more advantageous in terms of
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computational complexity, memory usage, and security
resilience, since public-key based approaches have a sim-
ple and clean key management [9].

In this paper, we propose an unconditionally secure
and efficient source anonymous message authentication
(SAMA) scheme based on the optimal modified ElGamal
signature (MES) scheme on elliptic curves. This MES
scheme is secure against adaptive chosen-message attacks
in the random oracle model [10]. Our scheme enables the
intermediate nodes to authenticate the message so that all
corrupted message can be detected and dropped to con-
serve the sensor power. While achieving compromise-
resiliency, flexible-time authentication and source identity
protection, our scheme does not have the threshold prob-
lem. Both theoretical analysis and simulation results dem-
onstrate that our proposed scheme is more efficient than
the polynomial-based algorithms under comparable secu-
rity levels.

The major contributions of this paper are the following;:

1.  We develop a source anonymous message authenti-
cation code (SAMAC) on elliptic curves that can pro-
vide unconditional source anonymity.

2. We offer an efficient hop-by-hop message authenti-
cation mechanism for WSNs without the threshold
limitation.

3. We devise network implementation criteria on
source node privacy protection in WSNs.

4. We propose an efficient key management framework
to ensure isolation of the compromised nodes.

5. We provide extensive simulation results under ns-2
and TelosB on multiple security levels.

To the best of our knowledge, this is the first scheme that
provides hop-by-hop node authentication without the
threshold limitation, and has performance better than the
symmetric-key based schemes. The distributed nature of
our algorithm makes the scheme suitable for decentralized
networks.

The remainder of this paper is organized as follows:
Section 2 presents the terminology and the preliminary
that will be used in this paper. Section 3 discusses the
related work, with a focus on polynomial-based schemes.
Section 4 describes the proposed source anonymous mes-
sage authentication scheme on elliptic curves. Section 5
discusses the ambiguity set (AS) selection strategies for
source privacy. Section 6 describes key management and
compromised node detection. Performance analysis and
simulation results are provided in Section 7. We conclude
in Section 8.

2 TERMINOLOGY AND PRELIMINARY

In this section, we will briefly describe the terminology and
the cryptographic tools that will be used in this paper.

2.1 Threat Model and Assumptions

The WSNs are assumed to consist of a large number of
sensor nodes. We assume that each sensor node knows its
relative location in the sensor domain and is capable of
communicating with its neighboring nodes directly using
geographic routing. The whole network is fully connected

IEEE TRANSACTIONS ON PARALLEL AND DISTRIBUTED SYSTEMS, VOL.25, NO.5, MAY 2014

through multi-hop communications. We assume there is a
security server (SS) that is responsible for generation, stor-
age and distribution of the security parameters among the
network. This server will never be compromised. How-
ever, after deployment, the sensor nodes may be captured
and compromised by attackers. Once compromised, all
information stored in the sensor nodes can be accessed by
the attackers. The compromised nodes can be reprog-
rammed and fully controlled by the attackers. However,
the compromised nodes will not be able to create new
public keys that can be accepted by the SS and other
nodes.

Based on the above assumptions, this paper considers
two types of attacks launched by the adversaries:

e Passive attacks. Through passive attacks, the adver-
saries could eavesdrop on messages transmitted in
the network and perform traffic analysis.

e Active attacks. Active attacks can only be launched
from the compromised sensor nodes. Once the sen-
sor nodes are compromised, the adversaries will
obtain all the information stored in the compromised
nodes, including the security parameters of the com-
promised nodes. The adversaries can modify the
contents of the messages, and inject their own
messages.

2.2 Design Goals

Our proposed authentication scheme aims at achieving the
following goals:

e  Message authentication. The message receiver should
be able to verify whether a received message is sent
by the node that is claimed, or by a node in a particu-
lar group. In other words, the adversaries cannot
pretend to be an innocent node and inject fake mes-
sages into the network without being detected.

e Message integrity. The message receiver should be
able to verify whether the message has been modi-
fied en-route by the adversaries. In other words, the
adversaries cannot modify the message content
without being detected.

e Hop-by-hop message authentication. Every forwarder
on the routing path should be able to verify the
authenticity and integrity of the messages upon
reception.

e Identity and location privacy. The adversaries cannot
determine the message sender’s ID and location by
analyzing the message contents or the local traffic.

e Node compromise resilience. The scheme should be
resilient to node compromise attacks. No matter how
many nodes are compromised, the remaining nodes
can still be secure.

e [Efficiency. The scheme should be efficient in terms of
both computational and communication overhead.

2.3 Terminology

Privacy is sometimes referred to as anonymity. Commu-
nication anonymity in information management has been
discussed in a number of previous works [11], [12], [13],
[14], [15], [16]. It generally refers to the state of being
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unidentifiable within a set of subjects. This set is called
the AS. Sender anonymity means that a particular message
is not linkable to any sender, and no message is linkable
to a particular sender.

We will start with the definition of the unconditionally
secure SAMA.

Definition 1 (SAMA). A SAMA consists of the following two
algorithms:

e Generate (m,Q1,Qa,...,Q,). Given a message m
and the public keys Q1,Q2,...,Qn of the AS
S={A,Ay,..., A}, the actual message sender
Ay, 1 <t <n, produces an anonymous message S(m)
using its own private key dy.

o Verify S(m). Given a message m and an anonymous
message S(m), which includes the public keys of all
members in the AS, a verifier can determine whether
S(m) is generated by a member in the AS.

The security requirements for SAMA include:

e Sender ambiguity. The probability that a verifier suc-
cessfully determines the real sender of the anonymous
message is exactly 1/n, where n is the total number of
members in the AS.

e Unforgeability. An anonymous message scheme is
unforgeable if no adversary, given the public keys of all
members of the AS and the anonymous messages
mi,my, ..., m, adaptively chosen by the adversary,
can produce in polynomial time a new wvalid anony-
mous message with non-negligible probability.

In this paper, the user ID and the user public key will be
used interchangeably without making any distinctions.

2.4 Modified EIGamal Signature Scheme

Definition 2 (MES). The modified ElGamal signature scheme
[17] consists of the following three algorithms:

Key generation algorithm. Let p be a large prime and g be
a generator of Z,,. Both p and g are made public. For a random
private key x € Z,, the public key y is computed from
y = ¢g* mod p.

Signature algorithm. The MES can also have many var-
iants [18], [19]. For the purpose of efficiency, we will describe
the variant, called optimal scheme. To sign a message m, one
chooses a random k € Z,, ,, then computes the exponentiation
r = g* mod p and solves s from:

s =rzh(m,r) 4+ kmod (p — 1), (1)

where h is a one-way hash function. The signature of message
m is defined as the pair (r, s).

Verification algorithm. The verifier checks whether the
signature equation g° = ry’"™") mod p. If the equality holds
true, then the verifier Accepts the signature, and Rejects
otherwise.

3 RELATED WORK

In [1], [2], symmetric key and hash based authentication
schemes were proposed for WSNs. In these schemes,
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each symmetric authentication key is shared by a group
of sensor nodes. An intruder can compromise the key by
capturing a single sensor node. Therefore, these schemes
are not resilient to node compromise attacks. Another
type of symmetric-key scheme requires synchronization
among nodes. These schemes, including TESLA [5] and
its variants, can also provide message sender authentica-
tion. However, this scheme requires initial time synchro-
nization, which is not easy to be implemented in large
scale WSNs. In addition, they also introduce delay in
message authentication, and the delay increases as the
network scales up.

A secret polynomial based message authentication
scheme was introduced in [3]. This scheme offers infor-
mation-theoretic security with ideas similar to a thresh-
old secret sharing, where the threshold is determined by
the degree of the polynomial. When the number of mes-
sages transmitted is below the threshold, the scheme
enables the intermediate node to verify the authenticity
of the message through polynomial evaluation. However,
when the number of messages transmitted is larger than
the threshold, the polynomial can be fully recovered and
the system is completely broken. To increase the thresh-
old and the complexity for the intruder to reconstruct
the secret polynomial, a random noise, also called a per-
turbation factor, was added to the polynomial in [4] to
thwart the adversary from computing the coefficient of
the polynomial. However, the added perturbation factor
can be completely removed using error-correcting code
techniques [6].

For the public-key based approach, each message is
transmitted along with the digital signature of the mes-
sage generated using the sender’s private key. Every
intermediate forwarder and the final receiver can authen-
ticate the message using the sender’s public key. The
recent progress on ECC shows that the public-key
schemes can be more advantageous in terms of memory
usage, message complexity, and security resilience, since
public-key based approaches have a simple and clean key
management [9].

The existing anonymous communication protocols are
largely stemmed from either mixnet [11] or DC-net [12].
A mixnet provides anonymity via packet re-shuffling
through a set of mix servers (with at least one being
trusted). In a mixnet, a sender encrypts an outgoing mes-
sage, and the ID of the recipient, using the public key of
the mix. The mix accumulates a batch of encrypted mes-
sages, decrypts and reorders these messages, and for-
wards them to the recipients. Since mixnet-like protocols
rely on the statistical properties of the background traffic,
they cannot provide provable anonymity. DC-net [12],
[16] is an anonymous multi-party computation scheme.
Some pairs of the participants are required to share
secret keys. DC-net provides perfect (information-theo-
retic) sender anonymity without requiring trusted serv-
ers. However, in DC-net, only one user can send at a
time, so it takes additional bandwidth to handle collision
and contention.

Recently, message sender anonymity based on ring sig-
natures was introduced [20]. This approach enables the
message sender to generate a source anonymous message
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signature with content authenticity assurance. To gener-
ate a ring signature, a ring member randomly selects an
AS and forges a message signature for all other members.
Then he uses his trap-door information to glue the ring
together. The original scheme has very limited flexibility
and very high complexity. Moreover, the original paper
only focused on the cryptographic algorithm, and the rel-
evant network issues were left unaddressed.

4 PROPOSED SOURCE ANONYMOUS MESSAGE
AUTHENTICATION ON ELLIPTIC CURVES

In this section, we propose an unconditionally secure and
efficient SAMA. The main idea is that for each message m
to be released, the message sender, or the sending node,
generates a source anonymous message authenticator for
the message m. The generation is based on the MES
scheme on elliptic curves. For a ring signature, each ring
member is required to compute a forgery signature for all
other members in the AS. In our scheme, the entire
SAMA generation requires only three steps, which link
all non-senders and the message sender to the SAMA
alike. In addition, our design enables the SAMA to be ver-
ified through a single equation without individually veri-
fying the signatures.

4.1 Proposed MES Scheme on Elliptic Curves
Letp > 3 be an odd prime. An elliptic curve F is defined by
an equation of the form:

E: y* =2°+ar +bmod p,

where a,b € F,, and 4a® + 276 # 0 mod p. The set E(IF))
consists of all points (z,y) € IF, on the curve, together with
a special point O, called the point at infinity.

Let G = (z¢, ye) be a base point on E(IF)) whose order is
a very large value N. User A selects a random integer
da € [1,N — 1] as his private key. Then, he can compute his
public key Q4 from Q4 = d4 x G.

Signature generation algorithm. For Alice to sign a message
m, she follows these steps:

1. Select a random integer k4, 1 < k4 < N — 1.

2. Calculate r =2z, mod N, where (x4,y4) = kaG. If
r =0, go back tostep 1.

3. Calculate hy «— h(m,r), where h is a cryptographic
hash function, such as SHA-1, and +— denotes the [
leftmost bits of the hash.

4. Calculate s = rdahs + k4q mod N. If s = 0, go back to
step 2.

5. The signature is the pair (r, s).

Signature verification algorithm. For Bob to authenticate

Alice’s signature, he must have a copy of her public key Q 4,
then he:

1. Checks that Q4 # O, otherwise invalid

2. Checks that @ 4 lies on the curve

3.  Checks thatnQ4 = O

After that, Bob follows these steps to verify the signature:

1. Verify that r and s are integers in [I, N —
the signature is invalid.

1]. If not,
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2. Calculate hy s h(m,r), where h is the same func-
tion used in the signature generation.

3. Calculate (21, 22) = sG — rhyQ 4 mod N.

4. The signature is valid if r = mod N,
otherwise.

In fact, if the signature is correctly generated, then:

invalid

(21,22) = $G — rhaQ4
= (rdaha +ka)G —rhaQ4
=kaG +71haQa —rhaQ4
=kaAG.

Therefore, we have x; = r, and the verifier should Accept
the signature.

4.2 Proposed SAMA on Elliptic Curves

Suppose that the message sender (say Alice) wishes to
transmit a message m anonymously from her network node
to any other nodes. The AS includes n members,
Ay, Ag, ... Ay, for example, S = {A, Ao, ..., A, }, where the
actual message sender Alice is A;, for some value
t,1 <t <n. In this paper, we will not distinguish between
the node A; and its public key Q;. Therefore, we also have
S= {Ql:QQa . '7Qn}'

Authentication generation algorithm. Suppose m is a mes-
sage to be transmitted. The private key of the message
sender Alice is d;,1 < ¢t < N. To generate an efficient SAMA
for message m, Alice performs the following three steps:

1. Select a random and pairwise different k; for each
1<i<n-—1,i#t and compute r; from (r;,y;) =
kiG.

2. Choose a random k; € Z, and compute 7, from
(re,yr) = kiG — Zi# r;h;Q; such that 7, #0 and
ry # r; for any i # t, where h; «— h(m,r;).

3. Compute s = k; + ZI# k; + rid;hy mod N.

The SAMA of the message m is defined as:

S(m) =

(m7 ’57 T1, Y1y - - '7r717y7178)'

4.3 Verification of SAMA
Verification algorithm. For Bob to verify an alleged SAMA

(m, S, 71,915, Tn,Yn, ), he must have a copy of the public
keys Q1,...,@Q,. Then he:

1. Checksthat Q; # O,i =1,...,n, otherwise invalid
2.  Checks that Q;,i = 1,...,n lies on the curve

3. Checksthatn@;, =0,i=1,...,n

After that, Bob follows these steps:

1. Verify that r;,y;,,i=1,...,n and s are integers in
1,N —1].If not, the signature is invalid.

2. Calculate h; «— h(m,r;), where h is the same func-
tion used in the signature generation.

3. Calculate (.Z‘o, yo) =sG — Zzl:l rihiQi

4. The signature is valid if the first coordinate of
(i, yi) equals zy, invalid otherwise.

In fact, if the SAMA has been correctly generated without

being modified, then we compute:
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n

(17()7 Z/U) =sG — Zﬁhin

i=1

= <kt —+ Z kL + Ttdtht> G- Z /rthLQl

i#t
i#t i#t
= Z(rh yl) + (Ttv yt)
i#t

= Z(Tnyi)-

Therefore, the verifier should always Accept the SAMA.

Remark 1. It is apparent that when n = 1, SAMA becomes a
simple signature algorithm.

4.4 Security Analysis

In this section, we will prove that the proposed SAMA
scheme can provide unconditional source anonymity and
provable unforgeability against adaptive chosen-message
attacks.

4.4.1  Anonymity

In order to prove that the proposed SAMA can ensure
unconditional source anonymity, we have to prove that:
1) for anybody other than the members of S, the probability
to successfully identify the real sender is 1/n, and 2) any-
body from S can generate SAMAs.

Theorem 1. The proposed SAMA can provide unconditional
message sender anonymity.

Proof. The identity of the message sender is uncondition-
ally protected with the proposed SAMA scheme. This
is because, regardless of the sender’s identity, there are
exactly (N —1)(N —2)...(N —n) different options to
generate the SAMA. All of them can be chosen by any
members in the AS during the SAMA generation proce-
dure with equal probability without depending on any
complexity-theoretic assumptions. The proof for the
second part, that anybody from S can generate the
SAMA, is straightforward. This finishes the proof of
this theorem. ]

4.4.2 Unforgeability

The design of the proposed SAMA relies on the ElGamal
signature scheme. Signature schemes can achieve differ-
ent levels of security. Security against existential forgery
under adaptive-chosen message attacks is the maximum
level of security.

In this section, we will prove that the proposed
SAMA is secure against existential forgery under adap-
tive-chosen message attacks in the random oracle model
[21]. The security of our result is based on ECC, which
assumes that the computation of discrete logarithms on
elliptic curves is computationally infeasible. In other
words, no efficient algorithms are known for non-quan-
tum computers.

We will introduce two lemmas. Lemma 1 is the Splitting
Lemma, which is a well-known probabilistic lemma from
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reference [10]. The basic idea of the Splitting Lemma is that
when a subset Z is “large” in a product space X x Y, it will
have many “large” sections. Lemma 2 is a slight modifica-
tion of the Forking Lemma presented in [10]. The proofs of
the two lemmas are mainly probability theory related. We
will skip the proofs of these two lemmas here.

Lemma 1 (The Splitting Lemma). Let Z C X x Y such that
Pr{(z,y) € Z] > e. For any a < ¢, define W ={(z,y) €
X xY|Pryeyl(z,y/) € Z) > e —a}, and W = (X x Y)\W,
then the following statements hold:

1. Pr[W]>e.
2. V(x,y) € W,Pryey[(z,y) € Z) > e —a.
3. Pr[W|Z] > afe.

Lemma 2 (The Forking Lemma). Let A be a Probabilistic Poly-
nomial Time (PPT) Turing machine. Given only the public
data as input, if A can find, with non-negligible probability, a
valid SAMA (m,S,71,Y1, -, TnyYn, P, - ., By 8) within a
bounded polynomial time T', then with non-negligible probabil-
ity, a replay of this machine, which has control over A and a
different oracle, outputs another valid SAMA (m,S,r,

Yl s Ty Yn, By, - R, s), such that h; =h), for all
1 <i<w,i# jfor some fixed j.

Theorem 2. The proposed SAMA is secure against adaptive cho-
sen-message attacks in the random oracle model.

Proof. (Sketch) If an adversary can forge a valid SAMA with
non-negligible probability, then according to the Forking
Lemma, the adversary can obtain two valid SAMAs

S(m) = (77%377"17917 e 7Tmyn7h17 .. '7hn75)r and S(m) -
(m, S, r 1,91, oy oy Yns Ry oo B, 8), such that for 1 <4 <
nai 7é j: hl = h;: h] 7é h; and sG — Z?:] rihiQi = Zi(riayi)v

§'G = 3L rihiQi = 32 (ri, vi)-
Subtracting these two equations, we obtain (s — ')
G = rj(h; — I},)Q;. Equivalently, we have:

s—s

S )
rj(hj — h})

Qj

Therefore, we can compute the elliptic curve discrete
logarithm of @; in base G’ with non-negligible probabil-
ity, which contradicts the assumption that it is compu-
tationally infeasible to compute the elliptic discrete
logarithm of Q; in base G. Therefore, it is computation-
ally infeasible for any adversary to forge a valid
SAMA. 0

5 AS SELECTION AND SOURCE PRIVACY

The appropriate selection of an AS plays a key role in mes-
sage source privacy, since the actual message source node
will be hidden in the AS. In this section, we will discuss
techniques that can prevent the adversaries from tracking
the message source through the AS analysis in combination
with local traffic analysis.

Before a message is transmitted, the message source node
selects an AS from the public key list in the SS as its choice.
This set should include itself, together with some other
nodes. When an adversary receives a message, he can possi-
bly find the direction of the previous hop, or even the real
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© Nodes in the AS « Nodes not in the AS - Active routing path

Fig. 1. Anonymous set selection in active routing.

node of the previous hop. However, the adversary is unable
to distinguish whether the previous node is the actual
source node or simply a forwarder node if the adversary is
unable to monitor the traffic of the previous hop. Therefore,
the selection of the AS should create sufficient diversity so
that it is infeasible for the adversary to find the message
source based on the selection of the AS itself.

Some basic criteria for the selection of the AS can be
described as follows:

e To provide message source privacy, the message
source needs to select the AS to include nodes from
all directions of the source node. In particular, the
AS should include nodes from the opposite direction
of the successor node. In this way, even the immedi-
ate successor node will not be able to distinguish the
message source node from the forwarder based on
the message that it receives.

e Though the message source node can select any node
in the AS, some nodes in the AS may not be able to
add any ambiguity to the message source node. For
instance, the nodes that are apparently impossible or
very unlikely to be included in the AS based on the
geographic routing. Therefore, these nodes are not
appropriate candidates for the AS. They should be
excluded from the AS for energy efficiency.

e To balance the source privacy and efficiency, we
should try to select the nodes to be within a prede-
fined distance range from the routing path. We rec-
ommend selecting an AS from the nodes in a band
that covers the active routing path. However, the AS
does not have to include all the nodes in the routing
path.

e The AS does not have to include all nodes in that
range, nor does it have to include all the nodes in the
active routing path. In fact, if all nodes are included
in the AS, then this may help the adversary to iden-
tity the possible routing path and find the source
node.

As an example, suppose we want to transmit a packet
from source node S to destination node D in Fig. 1. We
select the AS to include only nodes marked with o, while
nodes marked as e will not be included in the AS. Of all
these o nodes, some of them are on the active routing path,
while others are not. However, all these nodes are located
within the shaded band area surrounding the active routing
path. Suppose node A is compromised, unless node A col-
laborates with other nodes and can fully monitor the traffic
of the source node S, it will not be able to determine
whether S is the source node, or simply a forwarder. Similar
analysis is also true for other nodes.
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Any node in the active routing path can verify the con-
tents’ authenticity and integrity. However, anybody who
receives a packet in the transmission can possibly exclude
some of the nodes in the WSNs as the possible source
node. Inclusion of these nodes in the AS will not increase
the source privacy. Nevertheless, the more the nodes
included in the AS are, the higher the energy cost will be.
Therefore, the selection of the AS has to be done with care
so that the energy cost and the source privacy can both be
optimized.

In addition, to balance the power consumption between
authenticity and integrity verification, and the possibility
that corrupted messages are being forwarded, the verifica-
tion service may not have to take place in every hop;
instead, it may be configured to take place in every other
hop, for instance.

6 KEY MANAGEMENT AND COMPROMISED NODE
DETECTION

In our scheme, we assume that there is an SS whose respon-
sibilities include public-key storage and distribution in the
WSNs. We assume that the SS will never be compromised.
However, after deployment, the sensor node may be cap-
tured and compromised by the attackers. Once compro-
mised, all information stored in the sensor node will be
accessible to the attackers. We further assume that the com-
promised node will not be able to create new public keys
that can be accepted by the SS.

For efficiency, each public key will have a short identity.
The length of the identity is based on the scale of the WSNs.

6.1 Compromised Node Detection

As a special scenario, we assume that all sensor informa-
tion will be delivered to a sink node, which can be co-
located with the SS. As described in Section 5, when a mes-
sage is received by the sink node, the message source is
hidden in an AS. Since the SAMA scheme guarantees that
the message integrity is untampered, when a bad or mean-
ingless message is received by the sink node, the source
node is viewed as compromised. If the compromised
source node only transmits one message, it would be very
difficult for the node to be identified without additional
network traffic information. However, when a compro-
mised node transmits more than one message, the sink
node can narrow the possible compromised nodes down
to a very small set.

As shown in Fig. 2, we use the circle to represent an AS.
When only one message is transmitted, the sink node can
only obtain the information that the source node will be in
a set, say AS;. When the compromised source node trans-
mits two messages, the sink node will be able to narrow
the source node down to the set with both vertical lines
and horizontal lines. When the compromised source node
transmits three messages, the source node will be further
narrowed down to the shaded area. Therefore, if the sink
node keeps tracking the compromised message, there is a
high probability that the compromised node can be
isolated.

If the compromised nodes repeatedly use the same AS, it
makes traffic analysis of the compromised nodes feasible,
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Fig. 2. Compromised node detection.

which will increase the likelihood for the compromised
nodes to be identified and captured.

When a node has been identified as compromised, the SS
can remove its public key from its public key list. It can also
broadcast the node’s short identity to the entire sensor
domain so that any sensor node that uses the stored public
key for an AS selection can update its key list. Once the pub-
lic key of a node has been removed from the public key list,
and/or broadcasted, any message with the AS containing
the compromised node should be dropped without any pro-
cess in order to save the precious sensor power.

7 PERFORMANCE ANALYSIS

In this section, we will evaluate our proposed authentica-
tion scheme through both theoretical analysis and simula-
tion demonstrations. We will compare our proposed
scheme with the bivariate polynomial-based symmetric-key
scheme described in [3], [4]. A fair comparison between our
proposed scheme and the scheme proposed in [4] should be per-
formed withn = 1.

7.1 Theoretical Analysis

Key management is one of the major issues for secret-key
based authentication schemes. This is especially true for
large scale WSNs. While many of these schemes are
designed to provide node authentication, they can only pro-
vide end-to-end node authentication using the secret key
shared between the two nodes, which implies that only the
receiver can verify the authenticity of the messages en-
route. This means that no intermediate node can authenti-
cate the message in general. The intermediate nodes may
have to forward a manipulated message for many hops
before the message can finally be authenticated and
dropped by the receiving node. This not only consumes
extra sensor power, but also increases the network collision
and decreases the message delivery ratio. In addition to per-
formance improvement, enabling intermediate node
authentication will thwart adversaries from performing
denial-of-service attacks through message manipulation to
deplete the energy and communication resources of the
wireless network. Therefore, developing a protocol that can
provide hop-by-hop intermediate node authentication is an
important research task.
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Most of the authentication schemes are based on sym-
metric-key schemes, including the polynomial evaluation
based threshold authentication scheme [4]. The secret bivar-
iate polynomial is defined as [3]:

dy dy

flzy) = Z Z Ai,jmiyj»

i=0 j=0

where each coefficient A, , is an element of a finite field I,
and d, and d, are the degrees of this polynomial. d, and d,
are also related to the message length and the computa-
tional complexity of this scheme. From the performance
aspect, d, and d, should be as short as possible.

On the other hand, it is easy to see that when either
more than d, + 1 messages transmitted from the base sta-
tion are received and recorded by the intruders, or more
than d, +1 sensor nodes have been compromised, the
intruders can recover the polynomial f(z,y) via Lagrange
interpolation. In this case, the security of the system is
totally broken and the system cannot be used anymore.
This property requires that both d, and d, be very large for
the scheme to be resilient to node compromise attacks.

An alternative approach based on perturbation of the
polynomial was also explored. The main idea is to add a
small amount of random noise to the polynomial in the orig-
inal scheme so that the adversaries will no longer be able to
solve the coefficients using Lagrange interpolation. How-
ever, this technique is proved to be vulnerable to security
attacks [6], since the random noise can be removed from the
polynomial using error-correcting techniques.

While hop-by-hop authentication can be achieved
through a public-key encryption system, the public-key
based schemes were generally considered as not preferred,
mainly due to their high computational overhead. How-
ever, our research demonstrates that it is not always true,
especially for elliptic curve public-key cryptosystems.

In our scheme, each SAMA contains an AS of n randomly
selected nodes that dynamically changes for each message.
For n = 1, our scheme can provide at least the same security
as the bivariate polynomial-based scheme. For n > 1, we
can provide extra source privacy benefits. Even if one mes-
sage is corrupted, other messages transmitted in the net-
work can still be secure. Therefore, n can be much smaller
than the parameters d, and d,. In fact, even a small n may
provide adequate source privacy, while ensuring high sys-
tem performance.

In addition, in the bivariate polynomial-based scheme,
there is only one base station that can send messages. All
the other nodes can only act as intermediate nodes or
receivers. This property makes the base station easy to
attack, and severely narrows the applicability of this
scheme. In fact, the major traffic in WSNs is packet delivery
from the sensor nodes to the sink node. In this case, our
scheme enables every node to transmit the message to the
sink node as a message initiator.

The recent progress on ECC has demonstrated that the
public-key based schemes have more advantages in terms
of memory usage, message complexity, and security resil-
ience, since public-key based approaches have a simple and
clean key management [9].
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TABLE 1
Performance Comparison of the Bivariate Polynomial-Based
Scheme in Two Different Scenarios: (a) The Original
Implementation under 8 MHz Mica2 Platform, and
(b) Our Implementation under 4 MHz Telosb

(a). Original implementation [4]

de,dy =3 dy,dy =4
ROM| RAM| Sign| Verf | ROM| RAM| Sign| Verf
(KB)| (B) | (ms)| (ms)| (KB)| (B) | (ms)| (ms)
14.78] 1938 | 5.8 | 57.89| 15.04| 2211| 7.59| 70.8

(b). Our implementation

de,dy =3 dg,dy =4
ROM| RAM| Sign| Verf| ROM| RAM| Sign| Verf
(KB)| (B) | (ms)| (ms)| (KB)| (B) | (ms)| (ms)
13.61] 1938 9 108 | 13.65| 2302| 11.73| 126.93

7.2 Experimental Results

In this section, we implement the bivariate polynomial-
based scheme and our proposed scheme in a real world
comparison. The comparison is based on comparable secu-
rity levels.

The implementation in [4] was carried out on Mica2 plat-
form, which is 8 MHz, while our implementation is carried
out on Telosb platform, which is 4 MHz. We first provide
simulation in Table 1 to compare and justify our parameter
selections. From the table, we can see that our results is
comparable with the original paper. This justifies that the
performance comparisons between our scheme and the
algorithm proposed in [4] using different parameters are
consistent and reasonable.

7.2.1  Simulation Parameter Setup

The bivariate polynomial-based scheme is a symmetric-
key based implementation, while our scheme is based on
ECC. This requires us to determine the comparable key
sizes. If we choose the key size to be [ for the symmetric-
key cryptosystem, then the key size for our proposed ECC
should be 2/ according to [22], which is much shorter than
the traditional public-key cryptosystem. This progress
facilitates the implementation of the authentication scheme
using ECC.

In our simulation setting, we choose five security levels,
which are indicated by the symmetric-key sizes i: 24, 32, 40,
64, and 80 bits, respectively. The comparable key sizes of
our scheme are 48, 64, 80, 128, and 160 bits, respectively.

We also need to determine d, and d, for the bivariate
polynomial-based scheme, and the n for our scheme. In our
simulation, we select d, equal to d, and choose three values
for them: 80, 100, and 150. We assume that WSNs do not
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contain more than 2!% nodes in our simulation, which is rea-
sonably large. For size n of the AS, we choose three values
in the simulation: 10, 15 and 20.

We will compare the computational overhead, communica-
tion overhead, delivery ratio, energy consumption, transmission
delay, and memory consumption of our proposed scheme with
the bivariate polynomial-based scheme.

7.2.2 Computational Overhead

For a public-key based authentication scheme, computa-
tional overhead is one of the most important performance
measurements. So we first performed simulation to measure
the process time. The simulations were carried out in 16-bit,
4 MHz TelosB mote.

Table 2 shows the process time of our scheme and the
bivariate polynomial-based scheme for both authentication
generation and verification. In the simulations, we assume
that the key length of our scheme is 2I.

From the table, we have the following findings:

e For the bivariate polynomial-based scheme, the
authentication generation time is much longer than
the verifying time; while for our proposed scheme,
the verifying time is about half of the authentication
generation time, except when n =1, the generation
time is shorter than the verification time.

e Comparing bivariate polynomial-based scheme with
our proposed scheme for n = 1, we find that the gen-
eration time of our scheme is less than 5 percent of
the bivariate polynomial-based scheme for all d,, d,,
but the verifying time is slightly longer when d,, d,
is less than 100. When d,, d, is longer than 150, the
verifying times of the two schemes are comparable.

e The memory consumption of our proposed scheme
is slightly less than the bivariate polynomial-based
scheme in all scenarios.

e For our proposed scheme, to provide source pri-
vacy, the cost of generation time and verifying time
increase linearly with n.

7.2.3 Communication Overhead and Message
Transmission Delay

The communication overhead is determined by the mes-
sage length. For the bivariate polynomial-based scheme,
each message is transmitted in the form of <m,
MAF,,(y) >, where MAF,, (y) is defined as: MAF,,(y) =
f(h(m),y) :Zj’lu Mjyy. MAF,(y) is represented by its

TABLE 2
Process Time (s) for the Two Schemes (16-bit, 4 MHz TelosB Mote)
Polynomial-based approach Proposed approach

de,dy =80 | dy,dy =100 | dy,dy =150 || n=1 n=10 n=15 n =20

Gen | Verify | Gen | Verify | Gen | Verify || Gen | Verify | Gen | Verify | Gen | Verify | Gen | Verify
=24 931| 025|14.45| 031|3195| 046(024| 053| 424| 239| 6.16| 3.51| 838| 444
1=32]1295| 0.33]20.05| 0414460 0.62(034| 080| 599 | 332| 892| 5.05(12.19| 6.42
=401 1332| 0.35]20.57| 044|4573| 0.65[046| 1.05| 8.03| 4.44|11.94| 6.71|16.18| 8.50
l=641]21.75| 057]|33.64| 0.71|74.85| 1.06 1.18| 1.77]20.53| 11.03 |30.12| 16.41 |41.44| 21.10
1=8012640| 0.70{41.03| 0.88[90.86| 1.30] 1.46| 2.22|25.58]| 13.90|37.66| 20.96|50.96 | 26.18
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7 —P— dx,dy = 80
—O— dx,dy = 100
—A— dxdy = 150
—4—n=10
—B—n=15
—¥—n=20

—P— dx,dy = 80
—0— dx,dy = 100
—h— dx,dy = 150
—€&—n=10
—B—n=15
—¥—n=20

20

Energy / Joule
Delay / seconds

v

Delivery Ratio

0.98;
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Security Level
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Q

25
Security Level

(b) Message delay
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Security Level

2

(c) Delivery ratio

. 3. Performance comparison of our proposed scheme and bivariate polynomial-based scheme.

TABLE 3
Memory (KB) for the Two Schemes (TelosB) (F Stands for Flash Memory)

Polynomial-based approach Proposed approach
dy,dy =80 | dy,dy =100 | dy,dy = 150 n=1 n =10 n=15 n =20
ROMRAM F |ROMRAM F |ROMRAM F || ROMRAM F |[ROMRAM| F | ROMRAM F [ROMRAM| F
=24 21| 3 |26] 21 | 4 |40] 26 | 4 |90|] 21 1 {0} 21| 2 (021 2 |0]21| 210
=32 21| 4 |39 21| 5 |60] 26 | 6 (135 21| 2 (O 21| 2 (O 21| 2 (0| 21] 2 |O
=40 21 | 4 |39 21| 5 |60] 26 | 6 (135 21 | 2 (O 21| 2 (O 21| 2 (0| 21] 3 |O
=64 21| 6 |64 21 | 7 [1000 26 | 9 |225]| 21| 2 |0 22| 3 |0] 22| 3 |0|22| 3 |0
1=80| 21| 7 |77 21 | 8 [120 26 | 10 [270| 20 | 2 |O| 21 | 3 |0O| 21| 3 |0l 21| 4 |O

dy, + 1 coefficients M; € Z,,0 < i < d,, where p € (2/"1,2) is
a large prime number. The total length of the message is
I(d, +1).

For our scheme, the message format is: (m,S,r1,v1,. ..,
TnsYn,S), where m,s,r;,y; are all numbers with length
L =2l. § is the ID list for all the nodes included in the AS.
Assuming the network is composed of A nodes in total, each
ID will be of the length: [log,A\]. When n nodes are included
in the AS, the length of S is n[log,\]. Therefore, the total
length of one message for our scheme is: 4/(n + 1)+ n[logyA].

The large communication overhead of the polynomial-
based scheme will increase the energy consumption and
message delay. The simulation results in Figs. 3a and 3b
demonstrate that our proposed scheme has a much lower
energy consumption and message transmission delay.
These simulations were carried out in ns-2 on RedHat Linux
system. The security levels 1, 2, 3, 4 correspond to symmet-
ric key sizes 24, 32, 40, and 64 bits, and elliptic curves key
size 48, 64, 80, and 128 bits, respectively.

We also conduct simulations to compare the delivery
ratios using ns-2 on RedHat Linux system. The results
show that our scheme is slightly better than the bivariate
polynomial-based scheme in delivery ratio. The results are
given in Fig. 3c.

Our simulation on memory consumption derived in
TelosB, see Table 3, shows the overall memory consumption
for bivariate polynomial-based scheme is at least five times
larger than our proposed scheme.

8 CONCLUSION

In this paper, we first proposed a novel and efficient
SAMA based on ECC. While ensuring message sender

privacy, SAMA can be applied to any message to provide
message content authenticity. To provide hop-by-hop
message authentication without the weakness of the built-
in threshold of the polynomial-based scheme, we then
proposed a hop-by-hop message authentication scheme
based on the SAMA. When applied to WSNs with fixed
sink nodes, we also discussed possible techniques for com-
promised node identification. We compared our proposed
scheme with the bivariate polynomial-based scheme
through simulations using ns-2 and TelosB. Both theoreti-
cal and simulation results show that, in comparable sce-
narios, our proposed scheme is more efficient than the
bivariate polynomial-based scheme in terms of computa-
tional overhead, energy consumption, delivery ratio, mes-
sage delay, and memory consumption.
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